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Introduction

Before we get started, there are a few things you should be aware of. At a minimum, pleaseread
the prerequisites and make sure that they are already in place or you will not be able to complete
the examples presented throughout this book.

How to get the most from this book

While it is recommended that you read this book from cover -to-cover, the reader can perform the
exercises in this book sequentially, skip the details contained in each chapter,and have a
functional Chef Environment running in Azure with Windows Servers reporting into it in only a
couple of hours. However, it is required to follow the exercises in this book in sequential order to
have a functioning Chef Environment.

The beginning each chapter will have a brief summary of what was covered in the previous
chapter, as well aswhat will be covered in the present chapter. At the end of each chapter will be
additional notes and information about the material covered in the present chapt er. The exercises
in each chapter have been written to be the primary focus of the chapter with additional
information about the exercises following it.

Prerequisites

The content in this book is intended for those that have some exposure to Azure and have
experience using PowerShell DSC, PowerShell, JSON and Ruby. Although this book was written for
the intended audience as previously stated, the examples in this book have been written so that

just about anyone could effectively complete the tasks described.

To successfully complete the tutorials in the rest of this book, you must have the following:

- Access to an Azure Subscription
- A GitHub Account
- Basic familiarity with Azure Resource Manager concepts

If you do not currently have access to an Azure Subscrigion, you can sign-up for a free one-
month trail with $200 of Azure credits at the link below:

https://azure.microsoft.com/en -us/pricing/free -trial/

If you do not currently have a GitHub Account, you can sign-up at the link below:

https://azure.microsoft.com/en -us/pricing/free -trial/

GitHub is free also, unless you need the ability to create private repositories under your account.
For the purposes of this book, that will not be necessary.

Internet access is required. As the Chef Environment you will be working in is automatically
being built in Azure using Azure Resource Manager (ARM or Azure v2)Templates deployed from
GitHub.
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About Chef

Chef is an Open-Source configuration management tool that automates application

configuration, deployment and management in your environment. Chef uses a client/server

model that runs on Windows, Linux and AIX. You might be wondering at this point, why not focus
on PowerShell DSC instead? Chef is a more mature solution than PowerShell DSC in that it has the
following features

- High Availability

- Replication

- Reporting

- Management Console
- Analytics

Along with other features not listedhere, y ou can al so use Chefds hosted sol ut
OHosted Chefd6d) to manage your environment wusing a subs
writing, you can use Chef On-Premise for free with access to the Management Console, High
Availability and Analytics Platform for up to 25 nodes. For Hosted Chef, the limit is five nodes.

Why Setup Chef in Azure?

While the primary focus of this book is on learning Chef, the other part is demonstrating the
power of how you can use ARM Templates to quickly build and tear down entire environments in
a fraction of the time it takes to deploy manually. If you would prefer to setup the four server
environment that this book uses in your own physical environment, you can analyze all of the
resources in the learn_chef remsitory on GitHub and do just that.

However, the benefits of using the ARM Template instead is immediate in that the entire
Environment required to perform the exercises in this book is up and running in less than 45
minutes. Additionally, if you wish to start over for whatever reason, you can do so in less than an
hour.

What is Azure Resource Manager?

In the original model of managing resources in Azure (Service Management), you deploy
resources such as Compute, Storage, Networkingas individual resourcesthat are not inherently
grouped together or associated unless you specifically do so; either manually or
programmatically. Issues tend to arise from this model, as it is very easy to lose track of how
resources are grouped together and their interdependen cies.

ARM resolves some of these issues by inherently grouping deployed resources into new or
existing collections called Azure resource groups. Whereas previously when usingAzure Service
Management (Azure v1) you could end up having to track down all virtual hard disks (VHDS)
associated with an Azure storage account before being able to remove it; using ARM, you can
delete the entire resource group and anything associated within the resource group (compute,
storage, networking) is automatically deleted.

In short, ARM allows you to manage resources in Azure in more methodical and simplified way
with Resource Groups.
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Additional Software Suggestions

There are some compatibility issues with Internet Explorer(IE)and the Chef Management Console
if you use the default security settings in IE. The issues are minor and will not affect your ability to
go through the examples in this book. However, you will notice that some actionable features in
the Chef Management Console will not be easily viewable. Neither Chrome nor Firefox have this
issue.

Chapter Summary

In this chapter, a brief summary was given of the Software prerequisites required to complete the
exercises in this book along with some introductory information about Chef and Azure Resource
Manager.

In the next chapter, we will explore the contents of the learn_chef ARM template and how they
are configured to deplo y the Chef Environment in Azure, whichwe will be using throughout the
rest of this book.

©2015 Inside the Microsoft Aoud 5|Page



Chapter 1: About the learn_chef
ARM template

Before you begin, note that th e information detailed in this ¢ hapter is recommended, but not
necessary to complete the exercises in this book However, by reading this section, you will have a
better understanding of how the learn_chef ARM template works.

As discussed in theintroductory chapter, Azure Resource Manager (ARM}emplates are a new
method of deploying new resources to Azure using either Visual Studio or the new Azure Portal.
ARM templates are written in JavaScript Object Notation (JSON), a lightweidnt text format for
serializing structured data. Instead of deploying resources individually, ARM templates allow you
to deploy an entire environment programmatically to a single Azure resource group. How you
want to allocate those resources into the resource group is entirely up to you. Not only does this
allow you to deploy several resources very quickly in Azure, you are also able to delete all the
resources you deployed by simply deleting the resource group they were deployed to. Having to
worry about de pendencies from using the Service Management Model in Azure v1 are no longer

an issue.

In this chapter, we will review the key aspectsof the learn_chef ARM template

1 Template Parameters
1 Template Variables
 Resources

(0]

O O O O

Virtual Network

Storage Account

Network Interfaces

Public IP Addresses

Virtual Machines (VMs)
A PowerShellDSC Extension
A Custom Script Extension for Windows
A Custom Script Extension for Linux

The environment for which we will be automating the building is pictured in figure 1.0.0.
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The code for the full configuration we will be building is accessible online at the link below:

https://github.com/starkfell/azure -quickstart-templates/blob/master/learn_chef/azuredeploy.json

A screenshot showing the JSON outline is shown in figure 1.0.1:
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https://github.com/starkfell/azure-quickstart-templates/blob/master/learn_chef/azuredeploy.json

JSON Outline X%
S

parameters (73)
X variables (0)
4 &7 resources (15)
[vNetName]
7 [contosoChefStorageName]
W [addcName]Nic
B [chefsrvName]Nic
I (chefwimuksName]Nic
E [chefwinsandName]Nic
[adpubipDnsName]
[chefsrvpubipDnsName]
[chefwinwkspubipDnshame]
[chefwinsandpubipDnsName]
4 B3 [addcName]
4 [ [addcName]/createADForest
g [addcName]/addcCustomConfigsScript
4 U7 [chefsrvName]
T [chefsrvName)/installChefServerScript
4 0 [chefwinwksName]
H [chefwinuwksName]/chefwinwksCustomConfigsScript
4 0 [chefwinsandName]
7 [chefwinsandName]/chefwinsandCustomConfigsScript
¥ updateDCYNetDNS

FIGURE 1.0.1 JSON OUTLINE OF THE ARM TEMPLATE AS SHOWN IN VISUAL STUDIO

1.1 What is an ARM template?

As discussed in the Introductory Chapter, Azure Resource Manager (ARM)emplates are the
preferred method of deploying new Resources to Azure using either Visual Studio or the new
Azure Portal when deploying sets of resources that must be deployed in a specific order, such as
your entire Chef environment.

ARM templates consist of the following components:

1 Parameters: values provided when a deployment is executed to customize the resources
in the deployment.

1 Variables: JSON fragment values hat are used to simplify template language expressions
in the template.

1 Resources: Services that arecreated or updated by the deployment in a resource group.

1 Extensions: JSON fragments that support various Microsoft and Cross Platform
technologies such asPowerShell Scripting, PowerShell DSC, Linux Scripting;hef and
Docker. In general, extensions are used to customize resources towards the end of the
deployment process, i.e.- Installing Windows Server Features after a VM has been
deployed.

Why not just do this in PowerShell? Technically, you could, but your deployment would only be as
reliable as your PowerShell authoring skills, error checking and restart routines, etc. More
importantly, you would be missing out on some of the key benefits of ARM. A few of the key
features of ARM that make it the go-to option for complex deployments include:

1 Declarative . Instead of deploying resources individually, ARM templates allow you to
deploy an entire environment programmatically to a single resource group. You can
define dependencies between resources to ensure various elements of your deployment
do not begin too early. For example, if a VM tried to join an Active Directory domain
before the Active Directory domain was fully deployed, the domain join operation (an d all
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steps after) would fail. The ARM json template capabilities allow you to describe these
dependencies to deliver reliable results every time.

1 Idempotent . If a json-based deployment in ARM from Visual Studio fails, you can restart
and it will pick up where it left off! This is a huge leap over Azure Service Management
(Azure v1)

DISCLAIMER: It is important that we not overstate Idempotence here. The fact
of the matter is, if your deployment fails in a custom script stage of your
deployment, you will likely have to do some cleanup before you attempt to
restart. At this point, it is likely just as fast to delete the deployment and re-
deploy.

1 Reusable. Once you have created and tested a template, you can share the template and
related resources (PowerShélscripts, DSC modules, etc.) with anyone who can then use
the template to deploy their own environment!

1 Cleanup. Not only does this allow you to deploy several resources very quickly in Azure,
you are also able to delete all the resources you deployed by simply deleting the resource
group they were deployed to. Having to worry about dependencies from using the
Service Management Model in Azure are no longer an issue.

This is not to say deploying with ARM via PowerShell does not have its place. There are may
deployment and configuration operations where this is going to be faster, easier and a better fit
than ARM json templates. Scenarios where you just want to deploy a VM to an existing
environment, or just do some bulk configuration or administration, Pow erShell is still a great fit.
Simply match the right methodology to your situation using what we have shared here as
guidelines.

Additional Information about ARM templates can be found at the link below:

https://azure.microsoft.com/en -us/documentation/articles/resource -group -authoring -templates/

Now, let us get step through the template and get ready to deploy Chefin Azure!

1.2 Chef Template and Relate d Resources

The chef template is really a set of resources, comprised of the following files. The files and a brief
description of each is included in the table. We will review the function of each of these in depth

in the sections that follow.

Name Type Comments
Cookbooks Folder Contains the Chef Cookbooks used in
Chapters 3 through 5 of this book.

CreateADPDC.zip PowerShell Zipped DSC Configuration Files used to
DSC create a new Domain on ADDC.

azuredeploy.json ARM The main JSON file thatcontains the
template main configuration for deploying the
File Chef Environment to Azure
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azuredeploy.parameters.json ARM JSON Parameters file that sets the
template respective named parameters in the
File azuredeploy.json file with its values if
no default values exist.
vnet-with -dns-server.json ARM JSON fle that is used by the
template UpdateDCVNetDNS resource in the
File azuredeploy.json file during
deployment
README.md Markdown Markdown file used for deploying the
File learn_chef ARM template from GitHub
and documentation.
knife.rb Knife Chef knife configuration file used on
Config File CHEFWINWKS for managing resources
on the Chef server.
Install_chef_server.sh Bash Bash Script used to install and configure
Script the Chef serveron CHEFSRV
ADDC-Custom-Configs.psl PowerShell PowerShell Script used to configure the
Script ADDC host post VM and Active
Directory Domain deployment.
CHEFWINSAND-Custom - PowerShell PowerShell Script used to configure the
Configs.psl Script CHEFWINSAND Host post VM and
Active Directory deployment.
CHEFWINWKS-Custom - PowerShell PowerShell Script used to configure the
Configs.ps1 Script CHEFWINWKS Host post VM and
Active Directory deployment.

In the following sections, we will go over each of these components and more closely examine
their role in the automated deployment of our Chef Environment to Azure.

1.3 Template Parameters

There are 73 parameters in the azuredeploy.json file for the learn_chef template. Each parameter
has been given a default value (including the password parameters)so the template can
technically be deployed without any additio nal configuration. Below are a list of the parameters
that you are required to change as well as parameters

The one parameter value you will want to change based upon where you are deploying the
template is:

1 Location (default value: West Europg

The other options you can use for this parameter are East US West US, East Asia, and South
Asia. Additional locations can be added to the template directly for use; however, only the 5
locations listed have been tested.

The parameter values you arerequired to change are listed below:

1 contosoChefStorageName (default value:contosochefstoragé

1 adpubipDnsName: (default value: adsrv)

1 chefsrvpubipDnsName (default value:chefsry

1 chefwinwkspubipDnsName (default value: chefwinwks)

1 chefwinsandpubipDnsName (default value: chefwinsand
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Each of the parameters listed above must have a unique name in Azure as they are created as

FQDNSs based upon the region in Azure they are deployed. For example, if you deploy the

template to West Europe, the DNS name of the chefsrvpubipDnsName will be

chefsrv.westeurope.cloudapp.azure.com As stated in the classic 80086s movi e
Scotsman, there can be only one!

The additional parameters you may want to change in the future are listed below:

installChefServerScriptUri
installChefServerScriptName
addcCustomConfigsScriptUri
addcCustomConfigsScriptName
chefwinwksCustomConfigsScriptUri
chefwinwksCustomConfigsScriptName
chefwinsandCustomConfigsScriptUri
chefwinsandCustomConfigsScriptName
vhetDNSTemplateUri

assetLocation

= =4 =4 =4 -4 A8 4 -4

=a

The parameters listed above all point to URLSs that are in the GitHub repository that the learn_chef
template resides in. If you decide to fork the repository, or want to modify the Scripts that are a
part of th is template, you will need to update the URLs of these parameters accordingly.

1.4 Template Variables

There areno variables in the azuredeploy.json file for the learn_chef template. To ensure as much
flexibility as possible, parameters have been used in plae of where variables are typically used
throughout the template , making changing of default values at deployment time easy. For
example, an azure account storage container name, which is often represented as/hdsin the URI
path of a VHD for a VM. Thisis not a value that is normally modified , but is required to deploy a
VM in Azure.

1.5 Template Resources

There are 15 resources in theazuredeploy.json file for the learn_chef template. Below is a table
of the name of the resources, the type of resources they are and some additional comments
where pertinent. The names shown below are the parameter names of each resource in the
template with the exception of the Network Interface names, whichare a combination of the VM
Name of each host and NIC.

Name Type Comments

ContosoNET Virtual Creates two subnets: one for
Network Domain Controller and One for

the Chef Environment.

Contosochefstorage Storage Standard Azure Storage
Account Container

[addcNameNic]Nic Network Statically assigned
Interface
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[chefsrvName]Nic Network Statically assigned
Interface
[chefwinwksName]Nic Network Statically assigned / uses
Interface addcNameNic for DNS
[chefwinsandName]Nic Network Statically assigned / uses
Interface addcNameNic for DNS
adpubipDnsName Public IP Dynamically assigned Public IP
Address
chefsrvpubipDnsName Public IP Dynamically assigned Public IP
Address
chefwinwkspubipDnsName Public IP Dynamically assigned Public IP
Address
chefwinsandpubipDnsName Public IP Dynamically assigned Public IP
Address
addcName Virtual Domain Controller, Domain is
Machine created on F\ Drive
chefsrvName Virtual Chef server
Machine
chefwinwksName Virtual Chef Windows Workstation, has
Machine an extra drive tha
partitioned or formatted
chefwinsandName Virtual Chef Windows Sandbox, has an
Machine extra drive that i
or formatted.
UpdateDCVNetDNS Nested Updates the DNS of the DC
Deployment Subnet after main deployment
is finished.

1.6 Template Extensions

Technically speaking, the custom extensions used during the dedoyment of the VM are
resources. 1 better explain how they fit into the deployment template, they are given their own
section in this text.

The three extension types used during the template deployment are detailed in the table below.

Name Publisher Type Versio
n

PowerShe Microsoft.PowerShell DSC 1.7

I DSC

Extension

Custom Microsoft.Compute CustomScriptExtensi 14

Script on

Extension

for

Windows

Custom Microsoft. OSTCExtensio CustomScriptForLinu 1.4

Script ns X
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Extension
for Linux

Note: If you are using a version of the Custom Script Extension for Windows lower than
1.4, your PowerShell Script must be stored in an Azure Storage Public Container in order
to work properly. If you are using a lower version, you cannot retrieve PowerShell Scripts
in an ARM template hosted on GitHub.

These custom extensions are used five times in the template to make additional configurations to
the VMs after they are deployed. Details of how and where they are used are in the table below:

VM Name Extension Type Purpose
ADDC PowerShell DSC Install DNS and Active
Directory

ADDC Custom Script Extension for Refer to Section 1.5
Windows

CHEFSRV Custom Script Extension for Install Chef Server 12
Linux

CHEFWINWKS Custom Script Extension for Refer to Section 1.5
Windows

CHEFWINSAND Custom Script Extension for Refer to Section 1.5
Windows

1.7 Custom Script and PowerShell DSC Details

Explaining how the code works for the Custom Scripts and PowerShell DSC Configuration for the
learn_chef template is outside the scope of this book; however, below are details as to what they
are for based upon the VM for which they are configured.

1.7.1 ADDC

ADDC uses the resource,CreateADForest to install DNS and Active Directory locally using the
PowerShell DSC Configuration in theCreateADPDC.ps1.zip file. After that has been installed
successfully, theADDCCustomConfigsScript resource will then attempt to run the PowerShell
Script, ADDC-Custom -Configs.psl1. This PowerShell script completes the following tasks:

© 2015 Inside the Microsoft oud

Installs AD and DNS Management Tools

Disables|E ESC for Administrators

Adds DNS Record for the Chef Server

Sets WinRMUnencrypted Traffic to enabled

Enables IIS

Enables Directory Bowsing on the Default Web Site

Creates the SQL Administrator Domain Account for the Instdl _SQL_Server 2014 SP1
cookbook

Creates the 'Clinetpub\wwwroot\chef' directory for the chef-client

Creates the 'CiChef\trusted_certs' directory for the chef-client

Creates Files in 'G:Windows\Temp' stating whether the actions in this list were successful
or not
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In order to create the DNS Record for the Chef Server and create the SQL Administrator Domain
Account, the following parameter values are passed from the learn_chef template to the script:

1

=A =4 4 =4

ChefServer
ADDomain
ChefServerlP
SQLUsername
SQLPassword

The rest of the tasks in the scrpt do not require the use of these parameter values.

1.7.2 CHEFSRV

CHEFSRWises the resource,installchefserverscript , which utilizes the install_chef_server.sh
script to install and configure Chef Server 12 locally. The beginning of the script has parameter
values passed to the script from the learn_chef template for the following:

1

= =4 -4 =4

1

CHEF_USERNAME
CHEF_PASSWORD
CHEF_IP
AD_DOMAIN
CHEF_HOSTNAME
CHEF_ORG

Each of these values is used to install and configure Chef Server 12 on the Ubuntu host based
upon how the parameter values above are configured. Using the CHEF_IP, AD_DOMAIN, and
CHEF_HOSTNAME parameter values, the script modifies the Hosts File locally so that a Host A
record can be created on ADDC.contoso.corp. Using the default template values, the Hosts file
has the following entry added:

10.0.2.4 CHEFSRV.contoso.corp CHEFSRV

The Chef Admin User is created using the CHEF_USERNAME and CHEF_PASSWORD parameter
values. Finally, the Server Certificate, first Chef Admin User Certificate, and the first Chef
Organization Certificate are all created dynamically based upon the CHEF_USERNAME and
CHEF_ORG parameter values provided.

Theinstall_chef_server.sh script is called from its GitHub location in the learn_chef template.

1.7.3 CHEFWINWKS

After the VM has been successfully depbyed, the Active Directory Domain is created, and the
updateDCVnetDNS resource has been deployed, CHEFWINWKS uses the resource,
CHEFWINWKSCustomConfigsScript with the CHEFWINWKS-Custom -Configs.psl PowerShell
Script to complete the following tasks:

1

= =4 =4 =

Installs AD and DNS Management Tools

Disables|E ESC for Administrators

Sets WinRMUnencrypted Traffic to enabled and Authentication to Basic

Creates the 'CiChefitrusted_certs' directory for the chef-client

Creates the 'Cichefichef-repo\cookbooks' directory for the Chef Development Kit
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= =4 4 4 -4

= =4 =4 =4

Creates the 'Cichef\.chef\trusted_certs' directory for the Chef Development Kit
Creates the 'CYGitHub' directory where the learn_chef repo will reside

Downloads and Installs the Chef Development Kit (0.8.1)

Downloads the knife.rb file from the learn_chef repo on GitHub

Modifies the knife.rb file for the Chef Environment Deployed and saves the file in ASCII
Format

Downloads and Installs Notepad++

Downloads GitHub for Windows

Joins the Host to the Domain

Creates Files in '‘G:Windows\Temp' stating whether the actions in this list were successful
or not

In order to modify the knife.rb file for the Chef Environment deployed and to join the Host to the
Domain the following parameter values are passed from the learn_chef template to the script:

= =4 =4 -8 -8 A

ChefServer
ChefUsername
ChefOrg
ADUsername
ADPassword
ADDomain

The rest of the tasks in the script do not require the use of these parameter values.

The PowerShell Script, CHEFWINWKS-Custom -Configs.psl, is pulled from the learn_chef ARM
template dir ectory in the azure-quickstart -template s repository on GitHub at the link below:

https://github.com/starkfell/azure -quickstart-templates/tree/master/learn _chef

1.7.4 CHEFWINSAND

After the VM has been successfully deployed, the Active Directory Domain is created, and the
updateDCVnetDNS resource has been deployed CHEFWINSAND uses the resource,
CHEFWINSANDCustomConfigsScript with the CHEFWINSAND-Custom -Configs.psl
PowerShell Script to complete the following tasks:

1

= =4 =4 a4 -8 -4

Disables|E ESC for Administrators

Sets WinRMUnencrypted Traffic to enabled and Authentication to Basic

Enables .NET Framework 3.5 for SQL Install

Creates the 'CiChef\trusted_certs' directory for the chef-client

Downloads and Installs Notepad++

Join the Host to the Domain

Creates Files in '‘G:Windows\ Temp' stating whether the actions in this list were successful
or not

In order to join the Host to the Domain the following parameter values are passed from the
learn_chef template to the script:

f
f

ADUsername
ADPassword
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1 ADDomain
The rest of the tasks in the script do not require the use of these parameter values.

The PowerShell Script, CHEFWINSAND-Custom -Configs.psl, is pulled from the learn_chef ARM
template directory in the azure-quickstart -template srepository on GitHub at the link below:

https://github.com/starkfell/azure -quickstart-templates/tree/master/learn _chef

1.8 GitHub Private Repository Limitations

At the time of the publication of this book, there exists an issue where you are unable to retrieve

resources from a private repository in GitHub using a Custom Script Extension. Currently, when

you need to retrieve a resource from GitHub private repository, a token is created and appended
to the URL of the resource as shown in the example URL below:

https://raw.githubusercontent/starkfell/repo/script.ps1?token=ACoFdbqqylqYauDTJIGFefghTYUn
kpeD-mks5V-sKPwA%3D%3D

When a target VM in Azure attempts to download the resource from GitHub the following error
message is returned:

[Error]:DownloadFiles: Encou ntered an error while downloading files. Cancelling
download tasks...

[Fatal]: Failed to download all specified files. Exiting. Exception:
System.Net.WebException: An exception occurred during a WebClient request. — >
System.ArgumentException: lllegal cha racters in path.

Currently, your options to work around this issue are as follows:

1. Make your private repository public
2. Move the resources from GitHub to Azure Storage for retrieval

1.9 Chapter Summary

In this chapter, we went over the contents of the learn_chef template and how they are
configured to deploy the Chef environment in Azure that we will be using for the rest of this
book.

In the next chapter, we will deploying our Chef Environment in Azure using the learn_chef
template and configuring our Chef Wind ows Workstation to manage our Chef server.
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Chapter 2 : Deploying the Chef
Environment to Azure Using an
ARM Template

In the previous chapter, we went over the contents of the learn_chef ARM template and how they
are configured to deploy the Chef Environment in Azure. Azure Resource Manager (ARM)
templates are the preferred method of deploying new resources to Azure as they coded
instructions in JSON that can be submitted to Azure using a hyperlink from GitHub , directly from
Visual Studio, or using PowerStell. As Visual Studio is not a prerequisite of using this book,
deploying ARM templates from Visual Studio will not be covered; however you can find more
information on this subject in the link below:

https://azure.microsoft.com/en -us/documentation/articles/resource -group -authoring -templates/

In this Chapter we will complete the following tasks:

1 Deploy the learn_chef ARM template from GitHub
1 Configure the Chef Windows Workstation
1 Resettwo Chef Server Certificates
0 Chef Client Validation
0 Chef Admin User
1 Verify Connectivity from the Chef Windows Workstation to the Chef Server

2.1 Deploy the learn_chef Template from GitHub

Before you attempt to deploy a Windows ARM template from GitHub, make sure you have
already logged into https://portal.azure.com. If the deployment fails after following the
instructions below, please review the Troubleshooting section of this chapter for additional help.

1. After you have logged into the Azure Portal , open up another tab and browse to the
following URL to access thelearn_chef ARM template.

https://github.com/starkfell/azure -quickstart-templates/tree/master/learn_chef

2. Scroll down the page until you see Learn Chef Deployment and then click on this icon:

You will then be redirected to the Azure Portal and presented with the Parameters
section of a Custom Deployment .
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https://azure.microsoft.com/en-us/documentation/articles/resource-group-authoring-templates/
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FIGURE 2.1.0 AZURE PORTAL CUSTOM DEPLOYMENT PARAMETERS

3. You will need to change the following Parameter values as listed below:

1 LOCATION: (Change tcEast US West US, West Europe, East Asia, or South East
Asia)
CONTOSOCHEFSTORAGENAME: (default valoentosochefstoragé
ADPUBIPDNSNAME: (default valueadsry)
CHEFSRVPUBIPDNSNAME: (default valwgefsry)
CHEFWINWKSPUBIPDNSNAME: (default valughefwinwks)
CHEFWINSANDPUBIPDNSNAME: (default valughefwinsand)

=a =4 -4 A A

Make sure the LOCATION parameter is set to a location of the Azure regional data center
closest to you geographically to minimize latency; for example if you live in Seattle, you
might choose West US. As stated previously in Chapter 1, make sue to change the
Storage Account and Public IP Address parameter values to something unique! For
example, changecontosochefstorageto myconamecontosochefstorageand adsrvto
mycoadsrv. When finished, clickon OK in the Parameters section.

4. Next, you will need to create an Azure resource group to host the resources deployed by
the template. Next, click on the Resource group section. Then,click the Or create new
hyperlink and enter LearnChef in the box provided.

5. Click onthe Resource group location section and set it to the same location as the
LOCATION parameter you set earlier.
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FIGURE 2.1.1 AZURE PORTAL CUSTOM DEPLOYMENT RESOURCE GROUP PARAMETER

6. Next, click on the Legal terms parameter and then click the Buy button. (You are not
actually purchasing anything, just agreeing to EULA terms.) Afterwards, click on the
Create button

The ARM template should then start to deploy; the entire process should take anywhere
from 35 to 40 minutes for this particular template.

o e

® Deployment started...

FIGURE 2.1.2 ARM TEMPLATE DEPLOYMENT IN PRGRESS

Once the Deployment is complete, you should be notified as shown in Figure 2.1.3.

@ Deployments succeeded 56 PM

nt +0 recn ~E ATOLID aarn haet -

FIGURE 2.1.3 ARM TEMPLATE DEPLOYMENT COMPLETED SUCCESSFULLY
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2.2 Post Deployment: Configure the Chef Windows Workstation

First, you need to locate the Chef Windows Workstationd publicly accessible FQDN for RDP

access This is located in the chefwinwks Public IP Address

following steps.

resource which is found using the

1. From the Azure Portal Home Page , Click on Resource Groups, scroll down and click on

LearnChef.

v

T~ New
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i All resources
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& web Apps
% sqL databases
B3 virtual machines (classic)
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FIGURE 22.1 AZURE PORTAL RESOURCE GROUPS

Visual Stu...

Visual Stu...
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2. Inthe LearnChef Resource Group, click on the Ellipsis to the right of the adsrv Public IP

Address to expand and display all of the Resources as shown circled below in Figure

2.2.2.

© 2015 Inside the Microsoft oud

20| Page



LearnChef

N feource oroun

£

Settings

Essentials A~

LearnChef - resources

| ADDC

| CHEFSRV
CHEFWINSAND

| CHEFWINWKS

H ADDCNetworkinterface

CHEFSRVNetworkinterface

m CHEFWINSANDNetworkinterface

m CHEFWINWKSNetworkinterface

| adsrv

FIGURE 22.2 AZURE PORTALLEARNCHEF REOURCES (CONDENSED VIEW)

3. Next, click on the Public IP Address resource

Figure 2.2.3.
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FIGURE 2.2.3AZURE PORTALLEARNCHEF RESOURCES (FULL VIEW)
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4. Under the DNS name field in Figure 2.2.4, copy and paste theFQDN into a new RDP
Session. Note that you can copy the FQDN by clicking on the & icon.

chefwinwks
Public IP address
e X
Essentials A~ A R O
LearnChef 40.74.51.78 Click to copy
West Europe chefwinwks.westeurope.cloudapp.azure.cd L\\)
Azure al Studio Ult etwork
0b62f50c-c15a-40e2-b1ab-7ac2596a1d74
s >

FIGURE 2.2.4CHEFWINWKSPUBLIC IP ADDRESDETAILS

5. Use the following credentials to log in to CHEFWINWKS via RDP.
Username: chefadmin
Password: LearnChef!

2.2.1 Download the Chef Server Certificates
Onceyou are logged into CHEFWINWKS, you need to change a security setting in Internet
Explorer in order to be able to download the Chef Server Certificateyou are going to reset.

1. Open up Internet Explorer , click on Settings and select Internet Options .

|- | o

ok
Print v
File »
Zoom (100%) 4
Safety »
Add site to Apps
View downloads Ctrl+)

Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings
Report website problems

InterneL\\?ptions
About Internet Explorer

FIGURE 2.2.1.0INTERNET EXPLORER INTERNET OPTIONS
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2. Next, click on the Security tab, make sure the Internet Zone is selected and click on the

Cust om I|bgtone | é

Internet Options |L-

‘General‘ Security [Privacy | Content l Connections IPrograms ] Advanced ]

Select a zone to view or change security settings.

@ & v O

Internet  Localintranet Trusted sites  Restricted
sites

Internet

This zone is for Internet websites, S
except those listed in trusted and
restricted zones.

Security level for this zone

Custom
Custom settings.
-To change the settings, dick Custom level.
- To use the recommended settings, dlick Default level.

[W] Enable Protected Mode (requires restarting Internet Explorer)
| Custom level... [‘&l Default level ‘
)

‘ Reset all zones to default level ‘

FIGURE 22.1.1 INTERNET EXPLORER OPTIONS SECURITY ZONES

3. In Security Settings - Internet Zone , scroll down to the Downloads Setting, change File
download to Enable and then click on OK.

Security Settings - Internet Zone -

Settings

@ Disable A
O Enable
O Prompt
|&® Downloads
&% File download
O Disable

= A
&% Font download
@© Disable
O Enable
O Prompt
|# Enable .NET Framework setup
@® Disable
O Enable
| Miscellaneous

Arcace data enurrac arrace damaine

< n >

*Takes effect after you restart your computer

Reset custom settings
Resettor |pjgh (default) v ‘ | Reset... |

FIGURE 2.2.1.2INTERNET EXPLORER SECURITY SETTINGSNTERNET ZONE OPTIONS

4. You will prompted with a Warning , click Yesand then Click on the former OK buttons
until you are back to the Browser Window.
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Warning! -

Are you sure you want to change the settings for this zone?

Yes | l No

FIGURE 22.1.3 INTERNET EXPLORER SECURITY SETTINGS/ARNING MESSAGE

2.2.2 Login to the Chef Management Console
Next, browse to https://chefsrv.contoso.corp and click Continue to this website .

Q@| & hitp://chefsrv.contoso.corp P~C ” & Certificate Error: Navigation...

@ There is a problem with this website’s security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
% Continue to this website (not recommended).

® More information

FIGURE 22.2.0 CHEF SERVER SSL CERTIFICATE WARNING PAGE

1.

Login to the Chef Management Console using the following credentials:
Username : chefadmin

Password: LearnChef!

& Sign In - Chef Manage

Sign In

Don't have an account?

Username You're one step away from access to all the
power and flexibility of Chef. Get ready to
automate your infrastructure, accelerate your

Password time to market, manage scale and complexity,
and safeguard your systems.

Sign In

FIGURE 22.2.1 CHEF SERVER LOGIN PAGE

Next, click on the Policy tab at the top of the page. Then click on the Clients section on
the left hand side. In the right -hand pane, click on learn_chef 12 env-validator under
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https://chefsrv.contoso.corp/

"Showing All Clients ". The Public Key details will then be displayed at the bottom of the
page. Click onReset Key.

||

Eoaktooks Showing All Clients
Roles Name
Data Bags learn_chef_12_env-validator

Environments

Clients

Create
Delete

Client: learn_chef_12_env-validato

Details Permissions

Public Key

MIIBIjANBgkqhkiGOWOBAQEFAAOCAQBAMIIBCEKCAQEAuCRhYBZZLIFBL rdc8DXy
UKSdhfcKqyxv2pMizh ZNa9tes1TyYVacp. /4HnxPsMTcavose

A6sV0z3GnD+FXLkiwSs/BvAItlorlM+zKY6800yLIh+xwIOF ThM@eQ/iDgfdukijd
MztGHVPaIlyEXWmF7gwG/ £s@]amT En@xBItcZwuOD7RCEKRKZE/MgomVnohv FuGL
AcMy4Msrd4PHU6PVZ4edsnTwd2348xT1DSVIPkXW10u/6HO2tOyVYBgrB94Ary31i
bUEiGX10DE1FBKVACqi9iCailYFhkjMeNOuzEGIVTUVUFev+e60ApOYrOvRWRXAL

2QIDAQAB

FIGURE 2.2.2.2 CHEF SERVER POLICY SETTINGEXISTING CLIENTS

3. You will be prompted to ensure you are certain you want to continue, click on Reset Key.

Reset Key

learn_chef_12_env-validator

Please note that the current key for learn_chef_12 env-validator will no longer be accepted after
resetting its key. Are you ceriain you want to continue?

FIGURE 22.2.3 LEARN_CHEF_12_ENWALIDATOR CLIENT SSL CERTIFICAT RESET PROMPT

4. Afterwards, dick on the Download button.
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Reset Key

learn_chef_12_env-validator

The key has been reset. This key is not stored by the Chef server, so please make sure fo
copy or download it somewhere safe

MIIEogIBAAKCAQEARSHCKAGtrz90Tu+Aabt1IYvrLBiZDSt/ ThBMIGIZVYHE3Lco
KkX72dz5q/wRY0zYRE /4171H1E 9k STil0tjUvtipyQeirYgiwvesU7gtPWEQHXC
7g61KkBr+QFhjzHLhA3R+mi FO7qZSZ5ICXtqrae3yWFZ+1KNAW] FKQBV++3ybLull
NcQcIwbVIPy1HXNLXZW erFexK21TgYi/1a1 i FFzXCmZsTYNIONPRCBoswsKD6+
017gnRgYDIMmrUjei3ZPT2sed4Ag3nx1ddshVWsIY7 FHgaDbIvDAEspjoboXkb7D
BVFiz/H8rdWaBSLymDXVXQZEngQyqTPvy F1FLQIDAQABACIBAF+ikSokFFPRnIER
JE9ONIWK17kFSsIzddWoxJyVusV52tKIRHEOUNQ+7EmROEOLou/1uodbo2r MU0
26r39CcVWRI2BDCRxr/ IDB40gA2NEQEWGT S 31gF2QCqQ8h+9QvEY I cvhmudGERGED
CcS9LEVX03Qigi8NIaBpUC/xkT/KiRt7Xt2p2qIyNt1n@YmN3IrITsVd+allnXT+
x+2D#+RBhULP+rVe+K361IEPHUNKyku74cmeliCHOI3L ThdpZul sXquANUUNy1Na6
wDbhcqdnYO7EF@rCtakKHINYR3bSUCE4Tk+5gmFAZNhSSKxNUCFCZppNN3UFZDaF6
0pIyqfUCgYEA+hypaK1h+BAWXEBSTLmNBhQ9Be7 TMACUSDELkiLChR+yg3)sdoIs
arviKSY+xs14AgQlSawSYiTxsCy9ZBVuggpbBinogpSKyPVOXCPFON3paOZMTaju
wqCmsS2X+KOrgXtRIygYEGCWON1yalBeG25UGVOT 2axgbrc 2E6VSBF cCgYEALgAF
s/iFskLPY3eR+(ZD1711114g1Ak658B1QE EuaF c7Jy7V3hc8OMNF2ZAMTHOQNoET

2+LkP1vPINXNIHIrY+ciu9Z7xGMO22zEyCs7T+56qGUZK3ISRZCRSVAasDoP I0uGdX

Close | D

FIGURE2.2.2.4 LEARN_CHEF_12_ENWALIDATOR CLIENT NEW SSL CERTIFICATE DOWNLOAD PROMPT

5. Save the SSL Certificatelearn_chef 12 env-validator.pem to C\chef\.chef. Afterwards,
click on the Close button.

145 Save As

© Ll » ThisPC » Local Disk (C:) » chef » .chef » v O‘ ‘ Search .chef

Organize v  New folder

— Name Date modified Type Size

B Desktop . trusted_certs 8
& Downloads

41PM  File folder

=) Recent places

/% This PC
Gi Network
File name: | learn_chef_12_env-validator v
Save as type: | PEM File v

FIGURE 22.2.5 SAVING THE NEW LEARN_CHEF_12_ENVALIDATOR SSL CERTIFICATE

6. Next, click on the Administration tab up top and click on the Users section on the left
hand side. Under ShowingAll Users, click on chefadmin . ThePublic Key details will be
displayed in the bottom pane. Click on Reset Key.
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FIGURE 22.2.6 CHEF SERVER ADMINISTRATION SETTINGSEXISTNG USERS

7. You will be prompted to ensure you are certain you want to continue, click on Reset Key.

FIGURE 22.2.7 CHEFADMIN USER SSL CERTIFICAT RESET PROMPT

8. Afterwards, clickon the Download button.
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