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Disclaimer

This document is provided "As jiffierefore test anychanges beforgolive.

Product or company names mentioned in this document may be the trademarks of their
respective owners.

You can use this whitepaper for your websites and other needs.
Fadi Abdulwahb © 201§ all right reserved.

I will be happy with your feedback because your feedback is very important, if you have
comments or new points please send it to mef&@dulwahab@outlook.com

Version logs
Version No.  Date Notes
1.0 20/12/2015 | First release
1.1 4/12/2016 1 Added CIS SharePoint benchmark
T Addedlink formore security headers like HTTP
Public Key Pinning
1 Added more security controls in SharePoint
configurations
1 FiedSearch Crawl Rules
2.0 24/1/2018 1 AddedCISSharePoint 2016enchmark
Added New features of SharePoint 2016 which related
security like

i Data Loss Prevention

1 Outgoing SMTEncryption

I TLS 1.2 support

1 Patching with Zero downtime

1 New changes for SharePoint 2016 service
accounts
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Why Maximizing SharePoint Security

Securityis becoming an increasingly important concern during the lifecycle of developing

operationally hackeresilientapplication also aapplicationbecome accessible over the
internet.

Maximizingbecause security is about degrees (There is no 100% security!).

| try in this version to recover the most common issues and sgaontrols which related
to on-premises SharePoint 2010/20E3d2016

Finally, treat security as continuous process, it's notaistut "set and forget".
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Introduction

ThisdocumenthelpsSharePointdevelopers and administrators to protect SharePoint
Applicationsand portals from common security issues which yhere frequently reported by
the Health checkr and Penetration testing tools. Most of these issues related to disclosing
information , which is related to No.6 "Sensitive Data Exposure'atsalconsider thé&o.9
"Using Components with known Vulnerabdgf' risks irDWASP Top 10 20b&cause
SharePoint is a product or framework "Secure by default" therefor rarely to find risks like
Injection or broken Sessions in SharePoar/&r applications unless if you develop custom
applications and hoghoseapplicationsn SharePoint as web parts or agy way of hosting
custom applications inside SharePothien you need to consider the other risks .

Unfortunately, many of testingobls reportFalse Positivesks,for instance | read Security

testing reportandone adheA 43 dzS ¢l a daz2y325. b2{v|[ Lya2aSOGAz2Y
SharePoint uses SQL Serveronly as-BagkR a8 aGSY o6é2dz OFlyQi Ayadlftf
RDBMS so How it can be with NoSQL Databases !!).

3.4.2 MongoDB NoSQL Injection

MongoDB NoSQL Injection
Risk: It is possible to view, modify or delete database entries and tables
Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Ensure user input is of the correct type and escape it properly

Most of these issues and their mitigation already pstdid in the internet but here | will try
to put them in one place to make it easy to me and others to retieSharePoint Security
risks.

Finally,before | list the points, | want to clarify that | will not mention points related to best
practices for istallation, propetO2 y F A 3 dzNJ A 2 y assuim# Vou/folldwytha rigkt S G O @
implementationduring building your SharePoint Farm
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HTTPs everywhere

It's a top priority to have a secure connection for your websitesrder to protectyour
information in transit by using SSL/TLS prot@ew protect users from common attacks like
DNSpoisoningand others HTTP§represents the top layer of SSL/TLS protosbich
provides your websites with the following objectives:

1.

2.

Confidentialityto protect the data in transit from sniffing by using tools Ifiddler,
Wireshark, hijacking or MITM attacks (Main goal).

Integrity by protecting the data from tampering during transitiao it will reject the
request if anyonen the middle of transit modifiethe packets.

Authenticity by teling and givinghe visitors assurance about your domain and who
your visitorsare talking to.

RankingSignal,Googletry to encourage the people to make the internsttferand
more securein addition toincrease the webt ranking in Google search engine

General Best Practices and Tips
Here someof mostimportant tips to be considered when deploying HTTPs:

T

=

Note

Decide the kind of certificatesingle,multi-domain or wildcard certificatand make
sure they cover all your hostimes

Use 2048 biprivate keys and if you still have 1024 bit Rk8¥s,replace them as
soon as possible

Don't use selkigned certificate in productioserversand use valid certificates from
valid Certificate Authoriieslike DigiCertGodaddy or evefree SSL Certificate from
StartSSbr CloudFlare

Protect the Privat&Keyand keep it as secretsset

Use complex password withe private keycertificate

Avoid invalid certificatevarningdue todate expiration or other reasonsvhich will
confuse the users and weaken thaiust against youwebsite Authenticity).
Replace SHAL certificates with strong certificate algorithm like SHA256
Deploycertificates with valid certificate chains

TLS v1.2 should be your main protocol and disable the old protocols like SSL v3 and
V2.

Check your client browser version because IE 6 on Windows XP doesn't support new secured
hashingike SHA256.
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Confguring SSL/TLS for SharePoint
Here | willexplain toyou how to configure SSL/TLS for SharePoint 2013 andogddfollow
the same stepf SharePoint 2010.

Notes:

T

1

Previousversions of SharePoint only supported TLSwLt0SharePoint 2016 support
TLS 1.2

UseSSL Bridgingstead of SSDffloadingbecause it is more secure and HTTPs is not
any more againghe LIS NF 2 N | y OS fastézithan¥T despScially iviea
AGQa O2 NMTIP/NIFoRcokn2this sitehttps://www.httpvshttps.com/.

Prerequisites:

arwDN

Steps:

arwDdE

IS8

SharePoint Server 2013 Farm
Windows Server 2012

Web Application on Port 80
Administrator privilege in the server

Create Self Signed Certificate on 1IS 8

Import Self Signed Certificate 8harePoint Certificate stof®ptional)

Add Self Signed Certificate to trust management in Central Administ(@ymional)
Configure 1IS Binding

Configure AAM

| Pagemn


https://www.httpvshttps.com/

Step 1 Create Self Signed Certificate on 1I1S 8

Open IIS Manager and then go to Server nameQ@ud2 2 & S

gq.s&m.

L Sefver C&tlidates2 y &

Fle View Help
-5 18 | 0" SPS2013 Home
[ 013 aCirammmareed e = SR o AN Loy b s d
r—p— == ASPNET
PREE =2 & N
P ﬁt::e.ntwa.sa. 1 = (&) “-, \ﬂ' E [P *
= i 3 T T T T Lo P
@ | natin. cmn S ot " I T M
[a]
L=
SATP E-mrusil
=] -
d 9 9 o ¥ @ B &
Buthentsc..  fughonzat. Compresson Default Directory  Eror Pages Faded Handler
Roalles Document  Browsing Tra.. Mappings |
T & H == #A &= (L
BAPland  APIFiMers  Logging MMETypes Moduks  Output  Request || Server
6l Retri., Caching Fitering | | Certificates | | P
[ T—— s—

Click orCreate SelSigned Certificate. on Actions pane

Specifyayy I YS fA1S G{KINBt2AydG{StTF{AIYSR/ SNI£¢ I yR

()
i

Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

[SharePointSelfSignedCen]

Select a certificate store for the new certificate:

| Persanal

Cancel

Double click on this created Certificate and go to details Tab andcoligktofile...
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A Certificate -

| General | Details | Certification Path

Show: l <All> v
Field Value ~
|f Version V3
|___-Serialnumber 740fa29909c6dla7438c... |_
|_ _: Signature algorithm shalRSA .
|T Signature hash algorithm shal
|_ Issuer sps2013.abc.com
=] valid from Sunday, January 20, 2013 10:...
|. __' Valid to Sunday, January 19, 2014 4:0...
|___- Subject sps2013.abc.com v

Edit Properties... Copy to File...

Learn more about certificate details

o]
/| £tA01 bSEG 0628t 02YS8SX0z

SelectNo, do not export the private key and clinkxt,
SelectDERencoded binary and cligkext,

Specify thdocation for the certificateand Click Next and then finish.

Step 2:Import Self Signed Certificate to SharePoint Certifistdee (Optional)

OpenManage Compute Certificaten Windows Server 2012 and goSbarePoininode and
then right click All tasks >mport X

Clicknextand thenspecifythe location of exportedcertificate in previous step and then
Click Next

Make sure Certificate store is SharePoint and Click Next and then fixigbr{ed

| PagemH



File Adtion  View Help
UEEEN

[f Conficates - Local Computer || Logetal Sete: Maree

| Parsonsl  Prerponsl
&[5 Truited Rest Contification | 2] Trusbed ot Centficabion Authorities
¢ [ Enterpeina Trusmt ] Eraerprise Trust
* %n'""""l""c""u‘“"""“ | Intermediate Cemiation Authenbel
¥ [ Teuibed Publibhers ) Trusbed Publizhers
¢ [ Unitnated Centificates 2 \irinasted Cortifieabes
2 i Puty Bt Coriiest=| 1 Thir-Pary Raok Cetieaion Authoritie
S | S
2 Certdacate Enveliment Requel
 Cemfate Enseliment Requests
.| a Trusted Fosts :w

4 Tousbed Devioes -.MCNCTIWHM

Web Mesting .:'lr\mdbm-m

[Weh Bedting

Cortificube Sioen
Centificate stores are mystem arras shere corbficates are bept.

Windows can automatcaly select & cortficats itore, o pou can 06y & locason for
e corificate.

() demormascaly soinst the cormficate storg based o B yoe of cortiaty
% Place ol cer tfcates in e Salowng store

= e
=
Leam morg abost cemifcate stores
=N

Step 3 Add Self Signed Certificate to trust management in Central Administr@iptional)

Go to Central Administration> Security >Manage Trus{(to inform SharePoint to trust this

certificate also).

And ClickNew

And a name and specify the location for the certificate and Click Ok.

Establish Trust Relationship

General Setting
Narne:

The name for this trust
relationship.

Learn about trusts.

Root Centificate for the trust
relationship

tharepaintselfsignedcert

Root Author| Select certifete e |

This is mandatory regardless
of whether yau want to
provide to of consume trust
from the other farm. Please
add the Root Certificate for
the ather farm with which
you wani to establish a trust
relationship.

Learn about certificates,

Step 4 Configure 1IS Binding

| C\Users\AdministratonDesktop\sharepointselfsignedcert.cer

Browse...

Go to 1IS Manager and choose your web application aed thick orBindingin Actions

pane
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e @ sharepoint - 80 Home

BSPMET

hitp ]

Click Add.

Type:Https

Filtes = WGo - igh Show AR | Group by Ares

e & @ e B
HET

HET METEmee  WET  METProfde  METRoe  MET Trum View Applatie
Buthoritat
o [ ——

| Type  Hios Mame Perr P Addeens Binding infoema_

B Eplor

B Eft Prerm s

\.}’ ,% Il Baal Seftaig

| =]

SSL Certificat&harePointSlefSignedCedmvhich created previously).

Type: IP address:
https vl |A.l] Unassigned

Host name:
l

[ Require Server Name Indication

S5L certificate:

[ SharePointSelfSignedCert

Click Ok.

Step 5 Configure AAM

Go Central Administration >Mternate Access Mappingnd Choose your web application

Andclick on Edit Public URLs and then &dd’ P4 RL
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Alternate Access Mapping Collection )
Alternate Access Mapping Collectiony SharePoint - 30 «
Select an Altermate Access Mapping Collection

Fublic URLs
I Default
http/isps2013
sdministratiee sctions sy Intranet
httpfgoumicrosoft.comy fudink?
Interniet
https:/feps2013 4
Custom
Extranat

And CliclSave

Now try tobrowse your website withHTTP4JRL

< - B> hitps://sps2013/Pages/default.aspx | O~ @ Cerificate error & || B £
SharePoint

Hi Fadi
E> Home o

Site Contents

Welcome to Your Publishing Site
These links will help you get started.

I'm the Information Architect

Notes

1. If you add the SelBigned Certificate tdrusted Root Certification Authorities
ClientPCthen the Certification erroror warningin the browsemwill disappear

2. In productionservers youneed touseavalid certificate and in this case you need to
import PKCS#12 or PfoXmatted certificate
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85 Internet Information Services (1IS) Manager
~ —
« 93 » FADI-PC »

File View Help
Connections

93 FADI-PC (FADI-PCladmin)
*.[Z} Application Pools
v .[&] Sites
D) Default Web Site

Gg' Server Certificates

Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.

Filter: - Go ~ \zqShow All | Group by: Mo Grouping -
Name Issued To Issued By Expiration
IS Express Development Certif... localhost localhost 8/1/20202
Test-SelfSigned-Cert FADI-PC FADI-PC 10/31/201
Import... |

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...
Create Self-Signed Certificate..,
Enable Autematic Rebind of Renewed Certificate

@ Help

Import Certificate ? had

Certificate file (.pfx):

Password:

Select Certificate Store:

Allow this certificate to be exported

Cancel

3. Sometime, you need tools to convert the certificate to .fafsmat like OpenSSL or
DigiCert Certificate Utility S8lols.

4. It's recommended to disable "Allow this certificate to be exported” to make it
difficult to extract it from the server.

Redirect from HTTP to HTTPs

It's not enough to enable HTTPs but you cie@dso to force the users to go with HT TiHsst
you need to install [IS Rewrite extension to all SharePoint Web servers (Fr@dprat$,
follow this URL to install the extension

http:/ /www.iis.net/downloads/microsoft/urirewrite

Then go to Web applicati®®web.config and add the following sectionder

<system.webServer>
<rewrite>

<rules>

<rule name="HTTP to HTTPS redirect" stopProcessing="true">

<match urk"(.*)" />
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<conditions>
<add input="{HTTPS}" pattern="off" ignoreCase="true" />
</conditions>
<action type="Redirect" redirectType="Permanent" url="https://{HTTP_HOST}/{R:1}" />
</rule>
</rules>

</rewrite>
Note

Because the redirectioroundtrip, we still havea minor vulnerability which it's open to
MITM attack béore the Redirection take place and for this issue we will see how HSTS
response headetan mitigatethis risk

Server Name Indicain (SNI)
This is new extension added to TLS protocol which enablkéf Bio allow IS 8 to host
multiple SSlebsites and certificates on a single IP Address basdtieoHost Headers.

Let me give you a reakample:
Assume that we have two web applimans as following:

https://intranet.domain.com=Host forintranet SharePoint Web application

https://*.apps.intranet.domain.com=Host forSharePoint Apps

In this caseyou need two certificate, one for the intranet portal with this SNI name
intranet.domain.com and one fdhe SharePoinfpps as wildcard certificate because each
time the useraddsSharePoin2pps to SharePoint store it will assign a spegiféfix sub
domainto each Appgor exampleapp-43252435234@pps.intranet.domain.com

Thecase before SNixtensionyou need to have twdPs,one IP for each certificate but with
the SNI, theclient will send the hostname header when isestablishing theeonnection
with the server so you can use onealddresswith multiple different certificate.

Site Bindings L?] x
Type Hest Name Port IP Address Binding Informa... . Add...
https 443
Edit...
Edit Site Binding 3|
Type IP address: Port: Browse
All Unassigned v (443
Host name:
l_ Require Server Name Indication I
S5L certificate:
-net v Select.., View...
i : Close
] Cancel
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Note

Windows XP and some Android version don't support it.

HTTP and HTTPs in AAM
If login with HTT®RURL and then redirect the user to HTTP, the browser will ask the user to
loginagainwith HTTP UR(Always use HTTPS)

How tofix it:

Goto Central Administration

Open Alternate Access Mapping (AAM)

Select your will application from the dropdown menu ap rightside
Click on Edit Public URLs and remove HTTPS URL

Click on Add Internal URLs ahdén add HTTPURL and select the same zone as HTTP URL

Alternate Access Mapping Collection

Add Internal URL

el
.
¥
5
=
”
]

psa0i3 Default hitpfisps2013

pe2013 Default hbtpyfsps20

Notes

1. It's recommended to have only HTTPs zone in case you want to publistveisite
with HTTPs only

2. Maybe the above case is valid if you configure the HTTPs on load balancer only and
then internally you want to access the site as HTTP.

SSL Server Test

SSL/TLS protocol like other frameworks has features, exteseiwhalso Bugs. Installing and
configuring your website with HTTPs is not enough because you could have HTTPs website
but in reality,behaveslike HTTP website because for exantpkecertificateuseweak
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hashing or encryption or you don't disable old grobls which consider nowadays to be
insecure.

"Qualys SSL Labksas many important projects and one of them &L Server Téswhich
provide the following testing steps:

1. Validating the Certificate

2. Validating srverconfigurationincluding
a. Protocol suppa
b. Key exchange support
c. Cipher support

According to above test stepi will grant yur website grades as following:

Numerical Score Grade

score >= 80
score >= 65
score >= 50
score >= 35

score >= 20

Mm99 <2 m

score < 20

Server Certificate testing include the following issues:

9 Domain name mismatch

Certificate not yet valid

Certificate expired

Use of aselfsigned certificate

Use of a certificate that is not trusted (unknown CA or some other validation error)
Use of a revoked certificate

Insecure certificate signature (MD2 or MD5)

9 Insecure key

= =4 =4 4 -8 A

Protocol Support testing include the following issues:

1 Checkexisting of SL/TLS Protocols
0 SSL2,v3,TLSL.0O,TLS1.1and TLS 1.2

At lease make sure to disable SSL v2 and v3 because these protocols edhsismure
and have many weaknesses and vulnerabilities like POODLE attack.

Key exchange testirigcludesthe following issues:

1 Check key exchange without authentication issue
1 Weak key exchange procedure

Cipher Strength testing include checking symmetric cipheriifi@ak or strong andlso
check thekey length.

You can find more about the SSL Server raimtestingin the referencesections in this
document
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To test your HTTPs implementation, gdittps://www.ssllabs.com/ssltestand add your
domain name in the textbox and click submit

& https://www.ssllabs.com/ssltest/ -

@ QUALYS SSL LABS Home Projects Qualys.com  Contact

You are here: Home > Projects > SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please
note that the information you submit here is used only to provide you the service. We don't use the domain names or
the test results, and we never will.

Domain name: Submit

Do not show the results on the boards

Because most dhe Certificate Authorities CAs try to enhance the security controlgheir
certificates and stop using weak ciphers so they update their certificates with strong
encryption and hashingn this casgmostof issueghat appear when you have updated
cettificate, belong toSSL Protocols in Windows server

Let us see the result of two websites:

This is the first wedite withthe right implementation(not 100%)

& https://www.ssllabs.com/ssltest/analyze.htm| 7 -seimmmm— b

@ QUALYS. SSL LABS Home Projects Qualys.com Contact

You are here: Home > Projects > SSL Server Tes! -y

SSL Report: Sttt

Assessed on: Sat, 26 Dec 2015 10:51:31 UTC | Clear cache Scan Another »

Summary

Overall Rating

10

Visit our page for more it ig ion guides, and books. Known issues are documented here.

Certificate tesing part was valid and the certificate is updated with secure ciphers.
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https://www.ssllabs.com/ssltest/

Authentication

Server Key and Certificate #1

Subject Fingerprint SHA1: 47100810785 11c83di4a34 19207 4d8fo4d44Ti04

Pin SHA256: PnahWHFGg 18X7dC/0in D220 3yww4DeY TSOUQTYwle=
Commeon names

Alternative names

Prefix handling Both (with and without WWW)
Valid from Tue, 13 Oct 2015 00:00:00 UTC
Valid until Mon, 17 Oct 2016 12:00:00 UTC (expires in @ months and 21 days)
Key RSA 2048 bits (e 65537)

Weak key (Debian) No

Issuer DigiCert SHAZ Secure Server CA
Signature algorithm SHA256WIhRSA

Extended Validation No

Certificate Transparency No

Revocation information CRL, OCSP

Revocation status Good (not revoked)

Trusted Yes

SSIProtocolstesting part only support the secure protocols and it disabled the SSLv2 and v3
which considered insecure protocols.

Configuration
Protocols
Ts12 Yes
TLS 14 Yes
TLS10 Yes
§5L3 No
§5L2 No

Let ussee the second wedite with the misconfiguring SSL protocols

b

https://www.ssllabs.com/ssltest/analyze.htm|7d -uin—

@ QUALYS. SSL LABS Home Projects Qualys.com Contact

You are here: Home = Projecis > SSL Server Test wnigmmm

SSL Report: Sy,

Assessed on: Sat, 26 Dec 2015 11:13:27 UTC | Clear cache Scan Another »

Summary

Overall Rating

Protocol Support

0 20 40 60 80 100

Visit our ion page for more i i ion guides, and books. Known issues are documented

This server supports SSL 2, which is obsolete and insecure. Grade setto F.
This server is vulnerable to the POODLE TLS attack. Patching required. Grade set to F. MORE INFO »
This server uses SSL 3, which is obsolete and insecure. Grade capped to B. MORE INFO »
The server supports only older protocols, but not the current best TLS 1.2. Grade capped to C. MORE INFO »
This server accepts RC4 cipher, but only with older protocol versions. Grade capped to B. MORE INFO s

The server does not support Forward Secrecy with the reference browsers. MORE INFO »

| PageH m



Configuration
Protocols
TLS 141 No
TLs 1.0 Yes

8SL3 INSECURE
S5L2 INSECURE

POODLE (TLS) Vulnerable INSECURE (more info)

Downgrade attack prevention No, TLS_FALLBACK_SCSV not supported (more info)

SSLITLS compression No
RC4 Yes INSECURE (more info
Heartbeat (extension) No

Heartbleed (vulnerability) No (more info)

OpenSSL CCS vuln, (CVE-2014-0224) No (mare info)

As the above result, this website has the followisgues:

T

This server supports SSL 2, which is obsolete and insecure. Grade.setto F

This server is vulnerable to the POODLE TLS attack. Patching required. Grade set to
F.

This server uses SSL 3, which is obsolete and insecure. Grade capped to B.

The servesupports only older protocols, but not the current best TLS 1.2. Grade
capped to C.

This server accepts RC4 cipher, but only with older protocol versions. Grade capped
to B.

The server does not support Forward Secrecy with the reference browsers.

We can summarize these issues intpdints, if we fix these 3 points then we will pass the
test assessment witlsrade"A" and the fixes for these issuasevery easy.

The reason for these issuissresults in thathe Windows Server still support or agte
connections using the old protocols which they are SSL v2 and v3 and these proévenls
deprecated andhavemany vulnerabilities and issues like POODLE atiaclddition thatthe
server suppogweak ciphers encryption like RC4 which is considersecure.

Disabling these old protocols and week ciphetich are existedh the registry irthis key:

HKey_Local_Machih8ystemiCurrentControlS&Control SecurityProviders
\SCHANNERrotocols

You can followhesesteps to disable SSL v2 and v3:

1.
2.

Openregedt.

In Registry Editor, locate tHellowing registry key/folder:
HKey_Local_Machih8ystemiCurrentControlSéControl SecurityProvidekiSCHAN
NELProtocols

Rightclick on theSSL 2.@older and selecNewand then clickkey. Name the new
folder Server

Inside the Server folder, click tl&itmenu, selecNew, and clicOWORD (3bit)
Value.

EnterEnabledas the name and hit Enter.
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Ensure that it sShow8x00000000 (O)inder the Data column.

7. Now to disableSSL 3.0rightclick on the SSL 3.0 folder andes¢Newand then
clickKey. Name the new foldServer

8. Inside the Server folder, click t&itmenu, selectNew, and clicWORD (3bit)
Value.

9. EnterEnabledas the name and hit Enter.

10. Ensure that it show8x00000000 (Oyinder the Data column.

11. Restart he computer.

The RC4 cipher can be completely disabled on Windows platforms by settingrthléd
(REG_DWORD) entry to value 00000000 in the following registry locations:

HKEY_LOCAL_MACHBESTENMC urrentControlS&Controk SecurityProvideRSCHANNEC
iphers RC4 128/128

HKEY_LOCAL_ MACHBMESTEMurrentControlSéControk SecurityProvidehRSCHANNEC
iphera RC4 40/128

HKEY_LOCAL_ MACHBESTEMCurrentControlSéControk SecurityProvidehRSCHANNEC
iphers RC4 56/128

Then restart the servers.

In addition,youcan use many free toolke IIS Cryptor script which can&lp you to
automate the procesd.suggest to use the followirfgpwerShelscript which help you to
disable these protocoland weak ciphers

Visit this URbttps://www.hass.de/content/setupyour-iis-sstperfectforward-secrecyand
tls-12 and then download the recommended ps1 file and run it inwviled servers.

Files:

Attachment Size

D Version 1.4, SetupllS8ForSSLPerfectForwardSecrecy.psl (Recommended) 10.3KB
D Version 1.3, SetupllS8ForSSLPerfectForwardSecrecy.ps1 (RC4 enabled) 1029 KB
Rating:

Your rating: Mone Average: 9.7 (355 votes)

Notes

1. Take backup frorRegistrnefore run the above scripts

2. POODLE TLS attaa&cording to Wikipedia:
"The POODLE attack (which stands for "Padding Graddwngraded Legacy
Encryption") is a main-the-middle exploit which takes advantage of Internet and
security software clients' fallback to SSQ. 3fattackers successfully exploit this
vulnerability, on average, they only need to make 256 SSL 3.0 teguoagveal one
byte of encrypted messagés.

3. Forward Secrecgccording to lvaw A & (0 A 6
"With forward secrecy, every connection to your site is individually protected, using
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https://www.hass.de/content/setup-your-iis-ssl-perfect-forward-secrecy-and-tls-12
https://www.hass.de/content/setup-your-iis-ssl-perfect-forward-secrecy-and-tls-12

different key. Without forward secrecy, the security of all connections effegtivel
RSLISYyRa 2y (KS aSNWSNDRa LINRAGF G refio @ LT GKI
communication can bdecrypted"

Mixed Content Mode

Again, not because the website has valid HTTPs certificate that means you can exchange the
secure sessions safely

If you see one of thaboveindicators in youbrowser,then thismeansthe currentwebsite

has issue called "Mixed Content Mode" which gare theattackerpossibility to steal your
session by sniffing the HT€@ntextbecause cookie attached with éarequestncludethe

images and JavaScriifesalong with HTTPs requests

The fix for thisssue to make surghere is noHTTP content in your paged only deals with
HTTPs requests.

Note

Sometime we have to go with Mixed Content mode because of using third parties which
may theyare only supported with HTTd®ntextso beaware of this risk and make sure to
only transit your sensitive data through secure channels.
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