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Disclaimer 
 

This document is provided "As is", therefore test any changes before go live. 

Product or company names mentioned in this document may be the trademarks of their 

respective owners. 

You can use this whitepaper for your websites and other needs. 

Fadi Abdulwahab © 2018, all right reserved. 

I will be happy with your feedback because your feedback is very important, if you have 

comments or new points please send it to me @ fabdulwahab@outlook.com   

 

Version logs 
 

Version No. Date Notes 

1.0 20/12/2015 First release 

1.1 4/12/2016 ¶ Added CIS SharePoint benchmark 

¶ Added link for more security headers like HTTP 
Public Key Pinning 

¶ Added more security controls in SharePoint 
configurations 

¶ Fixed Search Crawl Rules 
 

2.0 24/1/2018 ¶ Added CIS SharePoint 2016 benchmark 
Added New features of SharePoint 2016 which related to 
security like 

¶ Data Loss Prevention 

¶ Outgoing SMTP Encryption 

¶ TLS 1.2 support 

¶ Patching with Zero downtime 

¶ New changes for SharePoint 2016 service 
accounts 

¶ Χ 

  

mailto:fabdulwahab@outlook.com


п | P a g e 
 

Table of Contents 
Author ......................................................................................................................... 2 

Disclaimer .................................................................................................................... 3 

Version logs ................................................................................................................. 3 

Why Maximizing SharePoint Security .............................................................................. 7 

Introduction ................................................................................................................. 8 

HTTPs everywhere ........................................................................................................ 9 

General Best Practices and Tips ............................................................................................ 9 

Configuring SSL/TLS for SharePoint ..................................................................................... 10 

Redirect from HTTP to HTTPs .............................................................................................. 16 

Server Name Indication (SNI) .............................................................................................. 17 

HTTP and HTTPs in AAM ...................................................................................................... 18 

SSL Server Test ..................................................................................................................... 18 

Mixed Content Mode .......................................................................................................... 24 

HTTPs on Login Page only .................................................................................................... 25 

Secure cookies ..................................................................................................................... 25 

HTTPOnly cookies ................................................................................................................ 26 

HSTS ..................................................................................................................................... 26 

https://scotthelme.co.uk/hardening-your-http-response-headers/ .................................. 29 

End to End Secure Channels ................................................................................................ 29 

Extended Validation Certificate (EV) ................................................................................... 29 

Performance vs. Security ..................................................................................................... 29 

100% security coverage ....................................................................................................... 30 

Recommended Reference ................................................................................................... 30 

References ........................................................................................................................... 30 

Response Headers ...................................................................................................... 31 

Version Disclosure (ASP.NET) .............................................................................................. 31 

ASP.NET Identified ............................................................................................................... 31 

Version Disclosure (IIS) ........................................................................................................ 32 

Version Disclosure (SharePoint) .......................................................................................... 33 

Clickjacking .......................................................................................................................... 33 

ViewState is not encrypted .......................................................................................... 35 

Sensitive resources ..................................................................................................... 36 

Accessing _layout/ folder .................................................................................................... 36 

_vti_inf.html, _vti_bin , _vti_pvt and _vti_bin/spsdisco.aspx ............................................. 36 

Web.config configurations ........................................................................................... 37 



р | P a g e 
 

Stack Trace and Errors Disclosure (ASP.NET) ...................................................................... 37 

Validation Request .............................................................................................................. 37 

Patching .................................................................................................................... 38 

ASP.NET Security Vulnerabilities ......................................................................................... 39 

Persistent XSS flaw in SharePoint 2013 ............................................................................... 39 

SharePoint configurations ............................................................................................ 40 

SeŎǳǊŜ {ƘŀǊŜtƻƛƴǘΩǎ /ƻƳǇƻƴŜƴǘǎ ........................................................................................ 40 

Plan for administrative and service accounts in SharePoint ............................................... 40 

Central Administration Site ................................................................................................. 40 

Manage blocked file types in SharePoint ............................................................................ 41 

Set Security Validation to On............................................................................................... 41 

Do Not Crawl Sensitive Content .......................................................................................... 41 

Crawl Rules in Search .......................................................................................................... 42 

Default content access account .......................................................................................... 43 

Max Upload Document / Max Request length .................................................................... 43 

Health Check ........................................................................................................................ 44 

Require Use Remote Interfaces permission ........................................................................ 45 

Enable Client Integration ..................................................................................................... 45 

Separation of duties ............................................................................................................ 45 

SharePoint Anti-Virus .......................................................................................................... 47 

Windows configurations .............................................................................................. 49 

Disable loopback check ....................................................................................................... 49 

TCP/IP Ports of SharePoint 2013/2016 ............................................................................... 49 

Data Loss Prevention in SharePoint 2016 ........................................................................... 51 

Outgoing SMTP Encryption ................................................................................................. 51 

Google Hacking .......................................................................................................... 53 

Preferences .......................................................................................................................... 53 

Advanced Operators ............................................................................................................ 53 

Hacking Your Website ......................................................................................................... 54 

Robots.txt configuration...................................................................................................... 59 

Caching ............................................................................................................................ 59 

Snippet ............................................................................................................................. 59 

No Index .......................................................................................................................... 60 

Remove Pages from Google's Index .................................................................................... 60 

Tools .................................................................................................................................... 60 

GHDB ............................................................................................................................... 60 



с | P a g e 
 

WIKTO .............................................................................................................................. 61 

SearchDiggity ................................................................................................................... 64 

SHODAN ........................................................................................................................... 67 

Recommended Reference ................................................................................................... 68 

SharePoint Support ..................................................................................................... 69 

Metasploit ................................................................................................................. 70 

ASafaWeb .................................................................................................................. 71 

CIS SharePoint benchmark ........................................................................................... 73 

  

  

  



т | P a g e 
 

Why Maximizing SharePoint Security 
 

Security is becoming an increasingly important concern during the lifecycle of developing 

operationally hacker-resilient application also as application become accessible over the 

internet. 

Maximizing because security is about degrees (There is no 100% security!). 

I try in this version to recover the most common issues and security controls which related 

to on-premises SharePoint 2010/2013 and 2016. 

Finally, treat security as continuous process, it's not just about "set and forget".  
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Introduction 
      This document helps SharePoint developers and administrators to protect SharePoint 

Applications and portals from common security issues which they are frequently reported by 

the Health checker and Penetration testing tools. Most of these issues related to disclosing 

information , which is related to No.6 "Sensitive Data Exposure" and also consider the No.9 

"Using Components with known Vulnerabilities" risks in OWASP Top 10 2013 because 

SharePoint is a product or framework "Secure by default" therefor rarely to find risks like 

Injection or broken Sessions in SharePoint Server applications unless if you develop custom 

applications and host those applications in SharePoint as web parts or by any way of hosting 

custom applications inside SharePoint, then you need to consider the other risks . 

Unfortunately, many of testing tools report False Positive risks ,for instance I read Security 

testing report and one of the ƛǎǎǳŜ ǿŀǎ άaƻƴƎƻ5. bƻ{v[ LƴƧŜŎǘƛƻƴέΧ ŀƭƭ ƻŦ ǳǎ ƪƴƻǿ ǘƘŀǘ 

SharePoint uses SQL Server only as back-ŜƴŘ ǎȅǎǘŜƳ όȅƻǳ ŎŀƴΩǘ ƛƴǎǘŀƭƭ {ƘŀǊŜtƻƛƴǘ ƛƴ ƻǘƘŜǊ 

RDBMS so How it can be with NoSQL Databases !!). 

 

 

 

Most of these issues and their mitigation already published in the internet but here I will try 

to put them in one place to make it easy to me and others to review the SharePoint Security 

risks. 

Finally, before I list the points, I want to clarify that I will not mention points related to best 

practices for installation, proper ŎƻƴŦƛƎǳǊŀǘƛƻƴΣ ǇƭŀƴƴƛƴƎ Χ ŜǘŎΦ I assume you follow the right 

implementation during building your SharePoint Farm. 

  

https://www.owasp.org/index.php/Top10#OWASP_Top_10_for_2013
https://en.wikipedia.org/wiki/False_positives_and_false_negatives
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HTTPs everywhere 
It's a top priority to have a secure connection for your websites in order to protect your 

information in transit by using SSL/TLS protocol and protect users from common attacks like 

DNS poisoning and others. HTTPs (represents the top layer of SSL/TLS protocol) which 

provides your websites with the following objectives: 

1. Confidentiality to protect the data in transit from sniffing by using tools like fiddler, 
Wireshark, hijacking or MITM attacks (Main goal). 

2. Integrity by protecting the data from tampering during transition, so it will reject the 
request if anyone in the middle of transit modified the packets. 

3. Authenticity by telling and giving the visitors assurance about your domain and who 
your visitors are talking to. 

4. Ranking Signal, Google try to encourage the people to make the internet safer and 
more secure, in addition to increase the website ranking in Google search engine. 

General Best Practices and Tips 
Here some of most important tips to be considered when deploying HTTPs: 

¶ Decide the kind of certificate: single, multi-domain or wildcard certificate and make 

sure they cover all your hostnames. 

¶ Use 2048 bit private keys and if you still have 1024 bit RSA keys, replace them as 

soon as possible. 

¶ Don't use self-signed certificate in production servers and use valid certificates from 

valid Certificate Authorities like DigiCert, Godaddy or even free SSL Certificate from 

StartSSL or CloudFlare. 

¶ Protect the Private Key and keep it as secret asset. 

¶ Use complex password with the private key certificate. 

¶ Avoid invalid certificate warning due to date expiration or other reasons, which will 

confuse the users and weaken their trust against your website (Authenticity). 

¶ Replace SHA1 certificates with strong certificate algorithm like SHA256. 

¶ Deploy certificates with valid certificate chains. 

¶ TLS v1.2 should be your main protocol and disable the old protocols like SSL v3 and 

v2. 

Note 

Check your client browser version because IE 6 on Windows XP doesn't support new secured 

hashing like SHA256. 

 

  

https://www.startssl.com/?app=1
https://www.cloudflare.com/features-security/
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Configuring SSL/TLS for SharePoint 
Here I will explain to you how to configure SSL/TLS for SharePoint 2013 and you could follow 

the same steps in SharePoint 2010. 

Notes:  
¶ Previous versions of SharePoint only supported TLS 1.0 but SharePoint 2016 support 

TLS 1.2 

¶ Use SSL Bridging instead of SSL Offloading because it is more secure and HTTPs is not 

any more against the ǇŜǊŦƻǊƳŀƴŎŜ ōǳǘ ƳŀȅōŜ ƛǘΩǎ faster than HTTP especially when 

ƛǘΩǎ ŎƻƳǇŀǊŜŘ ǘƻ HTTP/2 protocol, try this site https://www.httpvshttps.com/ . 

Prerequisites: 

1. IIS 8 

2. SharePoint Server 2013 Farm 

3. Windows Server 2012 

4. Web Application on Port 80 

5. Administrator privilege in the server 

Steps: 

1. Create Self Signed Certificate on IIS 8 
2. Import Self Signed Certificate to SharePoint Certificate store(Optional) 
3. Add Self Signed Certificate to trust management in Central Administration(Optional) 
4. Configure IIS Binding 
5. Configure AAM 

  

https://www.httpvshttps.com/
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Step 1: Create Self Signed Certificate on IIS 8 

Open IIS Manager and then go to Server name and ŎƘƻƻǎŜ LL{ {ŜŎǘƛƻƴ άServer Certificatesέ 

 

Click on Create Self-Signed Certificate... on Actions pane 

Specify any ƴŀƳŜ ƭƛƪŜ ά{ƘŀǊŜtƻƛƴǘ{ŜƭŦ{ƛƎƴŜŘ/ŜǊǘέ ŀƴŘ ŎƭƛŎƪ hƪ 

 

Double click on this created Certificate and go to details Tab and click copy to file... 
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/ƭƛŎƪ bŜȄǘ ό²ŜƭŎƻƳŜΧύΣ 

Select No, do not export the private key and click next, 

Select DER encoded binary and click next, 

Specify the location for the certificate and Click Next and then finish. 

Step 2: Import Self Signed Certificate to SharePoint Certificate store (Optional) 

Open Manage Compute Certificate on Windows Server 2012 and go to SharePoint node and 
then right click All tasks >> import Χ 

Click next and then specify the location of exported certificate in previous step and then 
Click Next 

Make sure Certificate store is SharePoint and Click Next and then finish (Exported) 
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Step 3: Add Self Signed Certificate to trust management in Central Administration (Optional) 

Go to Central Administration >> Security >> Manage Trust (to inform SharePoint to trust this 
certificate also). 

And Click New 

And a name and specify the location for the certificate and Click Ok. 

 

Step 4: Configure IIS Binding 

Go to IIS Manager and choose your web application and then click on Binding in Actions 
pane 
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Click Add... 

Type: Https 

SSL Certificate: SharePointSlefSignedCert (which created previously). 

 

Click Ok. 

Step 5: Configure AAM 

Go Central Administration >> Alternate Access Mapping and Choose your web application 

And click on Edit Public URLs and then add HTTPs URL 
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And Click Save. 

Now try to browse your website with HTTPs URL 

 

 

Notes 

1. If you add the Self-Signed Certificate to Trusted Root Certification Authorities in 
Client PC, then the Certification error or warning in the browser will disappear. 

2. In production servers, you need to use a valid certificate and in this case you need to 
import PKCS#12 or PFX formatted certificate. 
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3. Sometime, you need tools to convert the certificate to .pfx format like OpenSSL or 
DigiCert Certificate Utility SSL tools. 

4. It's recommended to disable "Allow this certificate to be exported" to make it 
difficult to extract it from the server. 

 

Redirect from HTTP to HTTPs 
It's not enough to enable HTTPs but you need also to force the users to go with HTTPs. First 

you need to install IIS Rewrite extension to all SharePoint Web servers (Frontend Servers), 

follow this URL to install the extension 

http:/ /www.iis.net/downloads/microsoft/url-rewrite 

Then go to Web application's web.config and add the following section under 

<system.webServer> 

    <rewrite> 

      <rules> 

        <rule name="HTTP to HTTPS redirect" stopProcessing="true"> 

          <match url="(.*)" /> 

http://www.iis.net/downloads/microsoft/url-rewrite
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          <conditions> 

            <add input="{HTTPS}" pattern="off" ignoreCase="true" /> 

          </conditions> 

          <action type="Redirect" redirectType="Permanent" url="https://{HTTP_HOST}/{R:1}" /> 

        </rule> 

      </rules> 

    </rewrite> 

Note 

Because the redirection roundtrip, we still have a minor vulnerability which it's open to 

MITM attack before the Redirection take place and for this issue we will see how HSTS 

response header can mitigate this risk. 

 

Server Name Indication (SNI) 
This is new extension added to TLS protocol which enabled in IIS 8 to allow IIS 8 to host 

multiple SSL websites and certificates on a single IP Address based on the Host Headers. 

Let me give you a real example: 

Assume that we have two web applications as following: 

https://intranet.domain.com = Host for Intranet SharePoint Web application 

https://*.apps.intranet.domain.com  = Host for SharePoint Apps  

In this case, you need two certificates, one for the intranet portal with this SNI name 

intranet.domain.com and one for the SharePoint Apps as wildcard certificate because each 

time the user adds SharePoint Apps to SharePoint store it will assign a specific prefix sub 

domain to each Apps for example app-432524352345.apps.intranet.domain.com 

The case before SNI extension, you need to have two IPs, one IP for each certificate but with 

the SNI, the client will send the hostname header when he is establishing the connection 

with the server so you can use one IP address with multiple different certificates. 

 

https://intranet.domain.com/
https://*.apps.intranet.domain.com/
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Note 

Windows XP and some Android version don't support it. 

 

HTTP and HTTPs in AAM 
If login with HTTPs URL and then redirect the user to HTTP, the browser will ask the user to 

login again with HTTP URL (Always use HTTPs). 

How to fix it : 

Go to Central Administration 

Open Alternate Access Mapping (AAM) 

Select your will application from the dropdown menu on top right side 

Click on Edit Public URLs and remove HTTPS URL 

Click on Add Internal URLs and then add HTTPs URL and select the same zone as HTTP URL 

 

 

 

Notes 

1. It's recommended to have only HTTPs zone in case you want to publish your website 

with HTTPs only 

2. Maybe the above case is valid if you configure the HTTPs on load balancer only and 

then internally you want to access the site as HTTP. 

 

SSL Server Test 
SSL/TLS protocol like other frameworks has features, extensions and also Bugs. Installing and 

configuring your website with HTTPs is not enough because you could have HTTPs website 

but in reality, behaves like HTTP website because for example the certificate use weak 
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hashing or encryption or you don't disable old protocols which consider nowadays to be 

insecure.  

"Qualys SSL Labs" has many important projects and one of them is "SSL Server Test" which 

provide the following testing steps: 

1. Validating the Certificate 

2. Validating server configuration including 

a. Protocol support 

b. Key exchange support 

c. Cipher support 

According to above test steps, it will grant your website grades as following: 

 

Server Certificate testing include the following issues: 

¶ Domain name mismatch 

¶ Certificate not yet valid 

¶ Certificate expired 

¶ Use of a self-signed certificate 

¶ Use of a certificate that is not trusted (unknown CA or some other validation error) 

¶ Use of a revoked certificate 

¶ Insecure certificate signature (MD2 or MD5) 

¶ Insecure key 

Protocol Support testing include the following issues: 

¶ Check existing of SSL/TLS Protocols  

o SSL v2, v3, TLS 1.0, TLS 1.1 and TLS 1.2 

At lease make sure to disable SSL v2 and v3 because these protocols considered insecure 

and have many weaknesses and vulnerabilities like POODLE attack. 

Key exchange testing includes the following issues: 

¶ Check key exchange without authentication issue 

¶ Weak key exchange procedure 

Cipher Strength testing include checking symmetric cipher if ƛǘΩǎ weak or strong and also 

check the key length. 

You can find more about the SSL Server rating and testing in the references sections in this 

document. 
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To test your HTTPs implementation, go to https://www.ssllabs.com/ssltest/ and add your 

domain name in the textbox and click submit 

 

 

Because most of the Certificate Authorities CAs try to enhance the security controls on their 

certificates and stop using weak ciphers so they update their certificates with strong 

encryption and hashing. In this case, most of issues that appear when you have updated 

certificate, belong to SSL Protocols in Windows servers. 

Let us see the result of two websites: 

This is the first website with the right implementation (not 100%) 

 

Certificate testing part was valid and the certificate is updated with secure ciphers. 

https://www.ssllabs.com/ssltest/
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SSL Protocols testing part only support the secure protocols and it disabled the SSLv2 and v3 

which considered insecure protocols. 

 

Let us see the second website with the misconfiguring SSL protocols 
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As the above result, this website has the following issues: 

¶ This server supports SSL 2, which is obsolete and insecure. Grade set to F. 

¶ This server is vulnerable to the POODLE TLS attack. Patching required. Grade set to 

F. 

¶ This server uses SSL 3, which is obsolete and insecure. Grade capped to B. 

¶ The server supports only older protocols, but not the current best TLS 1.2. Grade 

capped to C. 

¶ This server accepts RC4 cipher, but only with older protocol versions. Grade capped 

to B. 

¶ The server does not support Forward Secrecy with the reference browsers. 

We can summarize these issues into 3 points, if we fix these 3 points then we will pass the 

test assessment with Grade "A" and the fixes for these issues are very easy. 

The reason for these issues is results in that the Windows Server still support or accept 

connections using the old protocols which they are SSL v2 and v3 and these protocols have 

deprecated and have many vulnerabilities and issues like POODLE attack. In addition that the 

server supports weak ciphers encryption like RC4 which is considered insecure. 

Disabling these old protocols and week ciphers which are existed in the registry in this key: 

HKey_Local_Machine\System\CurrentControlSet\Control\SecurityProviders 

\SCHANNEL\Protocols 

You can follow these steps to disable SSL v2 and v3: 

1. Open regedit. 
2. In Registry Editor, locate the following registry key/folder: 

HKey_Local_Machine\System\CurrentControlSet\Control\SecurityProviders\SCHAN
NEL\Protocols 

3. Right-click on the SSL 2.0 folder and select New and then click Key. Name the new 
folder Server. 

4. Inside the Server folder, click the Edit menu, select New, and click DWORD (32-bit) 
Value. 

5. Enter Enabled as the name and hit Enter. 
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6. Ensure that it shows 0x00000000 (0) under the Data column. 
7. Now to disable SSL 3.0, right-click on the SSL 3.0 folder and select New and then 

click Key. Name the new folder Server. 
8. Inside the Server folder, click the Edit menu, select New, and click DWORD (32-bit) 

Value. 
9. Enter Enabled as the name and hit Enter. 
10. Ensure that it shows 0x00000000 (0) under the Data column. 
11. Restart the computer. 

The RC4 cipher can be completely disabled on Windows platforms by setting the "Enabled" 

(REG_DWORD) entry to value 00000000 in the following registry locations: 

 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\C

iphers\RC4 128/128 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\C

iphers\RC4 40/128 

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\C

iphers\RC4 56/128 

Then restart the servers. 

In addition, you can use many free tools like IIS Crypto or script which can help you to 

automate the process. I suggest to use the following PowerShell script which help you to 

disable these protocols and weak ciphers. 

Visit this URL https://www.hass.de/content/setup-your-iis-ssl-perfect-forward-secrecy-and-

tls-12 and then download the recommended ps1 file and run it in the web servers. 

 

Notes 

1. Take backup from Registry before run the above scripts 

2. POODLE TLS attack according to Wikipedia: 

"The POODLE attack (which stands for "Padding Oracle on Downgraded Legacy 

Encryption") is a man-in-the-middle exploit which takes advantage of Internet and 

security software clients' fallback to SSL 3.0. If attackers successfully exploit this 

vulnerability, on average, they only need to make 256 SSL 3.0 requests to reveal one 

byte of encrypted messages." 

3. Forward Secrecy according to Ivan wƛǎǘƛŏ: 

"With forward secrecy, every connection to your site is individually protected, using 

https://www.hass.de/content/setup-your-iis-ssl-perfect-forward-secrecy-and-tls-12
https://www.hass.de/content/setup-your-iis-ssl-perfect-forward-secrecy-and-tls-12
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different key. Without forward secrecy, the security of all connections effectively 

ŘŜǇŜƴŘǎ ƻƴ ǘƘŜ ǎŜǊǾŜǊΩǎ ǇǊƛǾŀǘŜ ƪŜȅΦ LŦ ǘƘŀǘ ƪŜȅ ƛǎ ŜǾŜǊ ōǊƻƪŜƴ ƻǊ ǎǘƻƭŜƴΣ ŀƭƭ previous 

communication can be decrypted." 

 

Mixed Content Mode 
Again, not because the website has valid HTTPs certificate that means you can exchange the 

secure sessions safely. 

 

If you see one of the above indicators in your browser, then this means the current website 

has issue called "Mixed Content Mode" which can give the attacker possibility to steal your 

session by sniffing the HTTP context because cookie attached with each request include the 

images and JavaScript files along with HTTPs requests.  

 

The fix for this issue, to make sure there is no HTTP content in your page and only deals with 

HTTPs requests. 

Note 

Sometime we have to go with Mixed Content mode because of using third parties which 

may they are only supported with HTTP context so be aware of this risk and make sure to 

only transit your sensitive data through secure channels. 

 




































































































