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¸ŀȊŀǊ IŀƪƪƤƴŘŀ 
 

 

tǊƻŦŜǎȅƻƴŜƭ ƛǒ ƘŀȅŀǘƤƳŀ нллу ȅƤƭƤƴŘŀ ōŀǒƭŀŘƤƳΦ мл ¸ƤƭƭƤƪ ŘǀƴŜƳ ƛœŜǊƛǎƛƴŘŜ ǘŜƪƴƛƪŜǊƭƛƪǘŜƴ ōŀǒƭŀȅŀǊŀƪ ōƛǊ 

œƻƪ ŦŀǊƪƭƤ ǇƻȊƛǎȅƻƴŘŀ œŀƭƤǒǘƤƳΦ 5ǸƴȅŀƴƤƴ Ŝƴ ōǸȅǸƪ ǎƛƎƻǊǘŀ ǒƛǊƪŜǘƭŜǊƛ ŀǊŀǎƤƴŘŀ ȅŜǊ ŀƭŀƴ !ƭƭƛŀƴȊ ¢ǸǊƪƛȅŜΩ 

ŘŜ YƤŘŜƳƭƛ {ƛǎǘŜƳ ¦ȊƳŀƴƤ ƻƭŀǊŀƪ œŀƭƤǒƳŀƪǘŀȅƤƳΦ tǊƻŦŜǎȅƻƴŜƭ ƛǒ ȅŀǒŀƴǘƤƳƤƴ  ŘƤǒƤƴŘŀ  ȅǀƴŜǘƛƳ 

kaŘǊƻǎǳƴŘŀ ȅŜǊ ŀƭŘƤƐƤƳ  www.mshowto.org ǎƛǘŜǎƛƴŘŜ ƎǀƴǸƭƭǸ ȅŀȊŀǊƭƤƪ ȅŀǇƳŀƪǘŀȅƤƳΦ мрҌ ƪƻƴŦŜǊŀƴǎǘa 

ƪƻƴǳǒƳŀŎƤ ƻƭŀǊŀƪ ȅŜǊ ŀƭŘƤƳΦ мрлҌ ƳŀƪŀƭŜ ǾŜ ōǳ ȅŀȊƤ ǎŜǊƛǎƛ ƛƭŜ ōƛǊƭƛƪǘŜ ōŜǒƛƴŎƛ 9-YƛǘŀōƤƳƤ ȅŀȊƳŀƴƤƴ 

ƳǳǘƭǳƭǳƐǳƴǳ ȅŀǒŀƳŀƪǘŀȅƤƳΦ Tƪƛ ŘŜŦŀ ¢w¢ YŜƴǘ wŀŘȅƻǎǳƴŘŀ ǎǀȅƭŜǒƛ ȅŀǇƳŀ ŘŜƴŜȅƛƳƛƴƛ ȅŀǒŀŘƤƳΦ 

a/{9Σa/t{Σa{ ǾŜ ¢ŜƴŀōƭŜ /ŜǊǘƛŦƛŎŀǘŜ ƻŦ tǊƻŦƛŎƛŜƴŎȅ ǸƴǾŀƴƭŀǊƤƴŀ ǎŀƘƛōƛƳΦ !ȅƴƤ ȊŀƳŀƴŘŀ н ȅƤƭ 

aƛŎǊƻǎƻŦǘ 9ƴǘŜǊǇǊƛǎŜ aƻōƛƭƛǘȅ a±t ǸƴǾŀƴƤƴŀ ƭŀȅƤƪ ƎǀǊǸƭŘǸƳ.
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mƴǎǀȊ  
 

E-YƛǘŀōƤ ȅŀȊƳŀƳƤƴ Ŝƴ ōǸȅǸƪ ǎŜōŜōƛ ŜƭƛƳƛȊƛƴ ŀƭǘƤƴŘŀƪƛ ǸŎǊŜǘǎƛȊ ǸǊǸƴƭŜǊƛ ƛȅƛ ŘŜƐŜǊƭŜƴŘƛǊŜƳƛȅƻǊ 

ƻƭƳŀƳƤȊŘƤǊΦ {ƛōŜǊ ƎǸǾŜƴƭƛƪ ƘŀȅŀǘƤƳƤȊƤƴ ŀǊǘƤƪ ƻƭƳŀȊǎŀ ƻƭƳŀȊƭŀǊƤ ŀǊŀǎƤƴŘŀŘƤǊΦ {istemlerimizi ȅǀƴŜǘƛǊƪŜƴ 

ǾŜȅŀ ȅŀȊƤƭƤƳ ƎŜƭƛǒǘƛǊƛǊƪŜƴ ƎǸǾŜƴƭƛƐƛ ŘǸǒǸƴŜǊŜƪ  ŘƛȊŀȅƴ ŜǘƳŜƪ ȊƻǊǳƴŘŀȅƤȊΦ  ƛǊƪŜǘƭŜǊŜ ōŀƪǘƤƐƤƳƤȊ ȊŀƳŀƴ  

ōŀȊƤ ǘŜƳŜƭ sorunlar ƎǀȊǸƳǸȊŜ œŀǊǇƤȅƻǊΦ Tȅƛ ƳƻƴƛǘƻǊ ŜŘƛƭŜƳŜȅŜƴ ƛœ ȅŀǇƤΣ ōƛƭƛƴœǎƛȊ ƪǳƭƭŀƴƤŎƤƭŀǊΣ ƘŀƪƪƤ ǾŜǊ 

ƪǳǊǘǳƭ ƳŀƴǘƤƐƤ ƛƭŜ ƘŀǊŜƪŜǘ ŜŘŜƴ ȅǀƴŜǘƛŎƛƭŜǊΦ 

E-YƛǘŀǇ ƛœŜǊƛǎƛƴŘŜ ǸŎǊŜǘǎƛz ŀǊŀœƭŀǊŘŀƴ ŦŀȅŘŀƭŀƴŀǊŀƪ ȅŀǇƤƳƤȊƤ ƴŀǎƤƭ ǎƤƪƤƭŀǒǘƤǊŀōƛƭƛǊƛȊƛ ƎǀǊŜŎŜƐƛȊΦ 9ƭōŜǘǘŜƪƛ 

ōŀȊƤ ǸŎǊŜǘƭƛ ŀǊŀœƭŀǊŀ Řŀ ŘŜƐƛƴŜŎŜƐƛȊΦ  

Dikkat!  
 

E-YƛǘŀǇ ƛœŜǊƛǎƛƴŘŜ ¢ƻƳŎŀǘΣ Adobe, Apache veya web servisleri gibi 3rd parti ȅŀȊƤƭƤƳƭŀǊΣ F5 vb. 

cihazlardaki  ŀœƤƪlar ǾŜȅŀ ǎƻǎȅŀƭ ƳǸƘŜƴŘƛǎƭƛƪ ŘŜƐŜǊƭŜƴŘƛǊƛƭƳŜƳƛǒǘƛǊΦ E-YƛǘŀōƤƴ ŀƴŀ ŀƳŀŎƤ !ŎǘƛǾŜ 

Directory ǾŜ ²ƛƴŘƻǿǎ ƻǊǘŀƳƭŀǊƤƴƤƴ ȅŀǇƤǎƤƴƤƴ ǎƤƪƤƭŀǒǘƤǊƤƭƳŀǎƤŘƤǊΦ YƤǎǎŀŘŀƴ ƘƛǎǎŜ ōǳ ŘǀƪǸƳŀƴƤ 

ǎƤƪƤƭŀǒǘƤǊƳŀƴƤȊƤƴ ȅŀƭƴƤȊŎŀ ōƛǊ ǇŀǊœŀǎƤ ƻƭŀǊŀƪ ŘŜƐŜǊƭŜƴŘƛǊŜōƛƭƛǊǎƛƴƛȊΣ Ŧŀƪŀǘ ōǸǘǸƴǸ ƻƭǳǒǘǳǊƳŀȊΦ 

¢ŜǒŜƪƪǸǊƭŜǊ 
 

E-YƛǘŀōƤ ȅŀȊŀǊƪŜƴ ōŀƴŀ ŘŜǎǘŜƪ ƻƭŀƴ 9ƳǊŜ CŜǊƛǘ !ǎƭŀƴǘŀǒΩ ŀΣ 5ŀǾǳǘ 9ǊŜƴΩ Ŝ  ve Mshowto Ailesine 

ǘŜǒŜƪƪǸǊ ŜŘŜǊƛƳΦ 

 

Davut EREN ς Nordis Global Founder 

5ǀƪǸƳŀƴ ǘŜƳŜƭ ŀƴƭŀƳŘŀΣ ǘŀƳŀƳƛ ƻƭƳŀǎŀ ŘŀΣ ǸŎǊŜǘǎƛȊ ōƛǊ œƻƪ ŀǊŀœ ƛƭŜ ǘŜƳŜƭ ǎŜǾƛȅŜΩŘŜ ƎǸǾŜƴƭƛƎƛ 

ǎŀƎƭŀƳŀȅƛ ƘŜŘŜŦ ŀƭŀƴ ŜƳŜƪ ǾŜǊƛƭƳƛǎ ƎǸȊŜƭ ōƛǊ ŘƛƧƛǘŀƭ ȅŀȅƛƴ ƻƭƳǳǎΦ ¸ŀȅƛƴ ƛœŜǊƛǎƛƴŘŜ ōƛǊœƻƪ ōƛƭƎƛ ƛǎƭŜƳ 

ȅǀƴŜǘƛŎƛǎƛƴƛƴ ƻƪǳȅǳǇΣ ǀƴŎŜƭƛƪƭŜ ŘŜƳƻ ƻǊǘŀƳƛƴŘŀ ǎƻƴǊŀǎƛƴŘŀ ƎŜǊœŜƪ ƻǊǘŀƳƭŀǊƛƴŘŀ ǳȅƎǳƭŀƳŀǎƛ ƎŜǊŜƪŜƴ 

ōƛǊ œƻƪ ŀǊŀœ mevcut; mesela LAPS, Microsoft Security Compliance Manager, Microsoft Baseline 

{ŜŎǳǊƛǘȅ !ƴŀƭȅȊŜǊΣ 9a9¢ Ǝƛōƛ ōƛǊ œƻƪ ŀǊŀœ ǸŎǊŜǘǎƛȊ ōƛǊ ǎŜƪƛƭŘŜ ǳȅƎǳƭŀƴŀōƛƭƛǊ ǾŜ ōǳǊŀŘŀ ǳȅƎǳƭŀƴŀƴ ƘŜǊ 

ōƛǊ ŀǊŀœ ƎǸǾŜƴƭƛƎƛƴ ōƛǊ ǇŀǊœŀǎƛ ƻƭŘǳƎǳ ǳƴǳǘǳƭƳŀƳŀƭƛŘƛǊ Iŀǎŀƴ 5ƛƳŘƛƪΩŜ ȅŀȊŘƛƎi bu dijiǘŀƭ ȅŀȅƛƴ ƛœƛƴ 

ǘŜǎŜƪƪǸǊ ŜŘŜǊƛƳΦ Yeyifle okumaniz dilegiyle. 

CǸƴŜȅǘ ¸!±¦½ ς Allianz ¢ǸǊƪƛȅŜ Sistem  ̧ ǀƴŜǘƛŎƛǎƛ 

IƤȊƭƤ ŘŜƐƛǒŜƴ ƛƘǘƛȅŀœƭŀǊ ǾŜ ǘŜƪƴƻƭƻƧƛƪ ƎŜƭƛǒǘƛǊƳŜƭŜǊ {ƛǎǘŜƳ ¸ǀƴŜǘƛŎƛƭŜǊƛ ƻƭŀǊŀƪ ōƛȊƭŜǊƛƴ ƘŀȅŀǘƤƴŘŀ ōƛƭƎƛ ǾŜ 

ǎƛǎǘŜƳ ƎǸǾŜƴƭƛƐƛ ƪŀǾǊŀƳƭŀǊƤƴƤ ȊƻǊǳƴƭǳƭǳƪ ƘŀƭƛƴŜ ƎŜǘƛǊƳƛǒǘƛǊΦ  

IŀǎŀƴΩƤƴ ȅŀȊŘƤƐƤ ōǳ Ŝ-ōƻƻƪ ŀǎƭƤƴŘŀ ƘŜǊ ǎƛǎǘŜƳ ȅǀƴŜǘƛŎƛǎƛƴƛƴ ƻƪǳƳŀǎƤ ǾŜ ŦŀȅŘŀƭŀƴƳŀǎƤ ƛœƛƴ œƻƪ ƛȅƛ ōƛǊ 

ƪŀȅƴŀƪ ƴƛǘŜƭƛƐƛƴŘŜΦ  

9ƳŜƐƛƴ ǾŜ ƘƛȊƳŜǘƛƴ ƛœƛƴ œƻƪ ǘŜǒŜƪƪǸǊ ŜŘŜǊƛƳ 
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ά9ƴ ŜƳƴƛȅŜǘƭƛ ōƛƭƎƛǎŀȅŀǊƤƴ ƪŀǇŀƭƤ ōƛǊ ōƛƭƎƛǎŀȅŀǊ ƻƭŘǳƐǳƴŀ ŘŀƛǊ 

ȅŀȅƎƤƴ ōƛǊ ǎǀȊ ǾŀǊŘƤǊΦ !ƪƤƭƭƤŎŀ ŀƳŀ ȅŀƴƭƤǒΥ !Ǌǘ ƴƛȅŜǘƭƛ ōƛǊ ƪƛǒƛ ƻŦƛǎŜ 

ƎƛŘƛǇ ōƛƭƎƛǎŀȅŀǊƤ ŀœƳŀǎƤ ƛœƛƴ ōƛǊƛƴƛ ƛƪƴŀ ŜŘŜǊŜƪ ƛǒƛ ōƛǘƛǊƛǊΦ 9ƭƛƴƛȊŘŜƪƛ 

ōƛƭƎƛȅŜ ǎŀƘƛǇ ƻƭƳŀƪ ƛǎǘŜȅŜƴ ōƛǊ ǊŀƪƛōƛƴƛȊΣ œƻƐǳ ȊŀƳŀƴ ǾŀǊ ƻƭŀƴ 

ǇŜƪ œƻƪ ŦŀǊƪƭƤ ȅƻƭŘŀƴ ōƛǊƛƴƛ ƪǳƭƭŀƴŀǊŀƪ ƻƴǳ ŜƭŘŜ ŜŘŜōƛƭƛǊΦ .ǳ ƛǒ 

ȅŀƭƴƤȊŎŀ ȊŀƳŀƴŀΣ ǎŀōƤǊƭƤ ƻƭƳŀȅŀΣ ƪƛǒƛƭƛƐŜ ǾŜ ƤǎǊŀǊŎƤƭƤƐŀ ōŀƪŀǊΦ TǒǘŜ 

ōǳ ƴƻƪǘŀŘŀ ŀƭŘŀǘƳŀ ǎŀƴŀǘƤ ŘŜǾǊŜȅŜ ƎƛǊŜǊέ κYŜǾƛƴ aƛǘƴƛŎƪ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
 

P
a

g
e4

 

 

TœŜǊƛƪ 
Microsoft Advanced Threat Analytics ..................................................................................................... 5 

aƛŎǊƻǎƻŦǘ !ŘǾŀƴŎŜŘ ¢ƘǊŜŀǘ !ƴŀƭȅǘƛŎǎ YǳǊǳƭǳƳ !ŘƤƳƭŀǊƤ .................................................................... 6 

aƛŎǊƻǎƻŦǘ !ŘǾŀƴŎŜŘ ¢ƘǊŜŀǘ !ƴŀƭȅǘƛŎǎ tƻǊǘŀƭƤƴƤ ¢ŀƴƤȅŀƭƤƳ ................................................................ 10 

Microsoft Advanced ¢ƘǊŜŀǘ !ƴŀƭȅǘƛŎǎ ƛƭŜ !5 hǊǘŀƳƤƴƤȊƤ !ǘŀƪƭŀǊŀ YŀǊǒƤ TȊƭŜȅƛƴ ................................. 16 

Reconnaissance Phase ................................................................................................................... 17 

Compromised Credentials ............................................................................................................. 23 

Lateral Movement ......................................................................................................................... 27 

Domain Dominance ....................................................................................................................... 29 

Powershell Ne Kadar Masum ! .............................................................................................................. 32 

PowerSploit ................................................................................................................................... 32 

Nishang .......................................................................................................................................... 32 

PowerUp ........................................................................................................................................ 37 

Empire ........................................................................................................................................... 38 

Unicorn .......................................................................................................................................... 38 

tƻǿŜǊǎƘŜƭƭΩ ƛ {ƛƭŀƘǎƤȊƭŀƴŘƤǊƳŀƪ ......................................................................................................... 39 

Just-Enough-Administration(JEA) .................................................................................................. 40 

Just In Time Administration(JIT) .................................................................................................... 51 

Group Policy Hardening Faz 1 ............................................................................................................... 53 

Group Policy Hardening Faz 2 ............................................................................................................... 62 

Microsoft Security Compliance Manager 4.0 ........................................................................................ 69 

Enhanced Mitigation Experience Toolkit (EMET) 5.5 ............................................................................ 77 

Microsoft Baseline Security Analyzer (MBSA) ....................................................................................... 80 

Local Administrator Password Solution(LAPS) ...................................................................................... 84 

[ƻŎŀƭ !ŘƳƛƴ YǳƭƭŀƴƤŎƤ !ŘƤƴƤƴ 5ŜƐƛǒǘƛǊƛƭƳŜǎƛ ....................................................................................... 92 

Smbv1 Disable Etme .......................................................................................................................... 93 

Link Local Multicast Name Resolutioƴ !œƤƪƭƤƐƤƴƤƴ YŀǇŀǘƤƭƳŀǎƤ ......................................................... 96 

.ǳƭǳǘǳƴ DǸŎǸ !ŘƤƴŀ ............................................................................................................................... 99 

Azure Security Center ........................................................................................................................ 99 

Windows Defender Security Center .................................................................................................... 114 

Windows Defender SecuǊƛǘȅ /ŜƴǘŜǊΩ Ƥ ¢ŀƴƤȅŀƭƤƳ ............................................................................. 120 

{hb {m½ ............................................................................................................................................... 127 

Kaynaklar ............................................................................................................................................. 128 

 



 

 
 

P
a

g
e5

 

 

Microsoft Advanced Threat Analytics 
 

{ƻƴ ǎŜƴŜƭŜǊŘŜ ȅŀǇƤƭŀƴ ŀǘŀƪƭŀǊŀ ōŀƪǘƤƐƤƳƤȊŘŀ ƎŜƴŜƭ ƻƭŀǊŀƪ ǒƛǊƪŜǘ ƛœŜǊƛǎƛƴŘŜƴ ŘŜ ȅŀǊŘƤƳƭŀǊƤƴ 

ȅŀǇƤƭŘƤƐƤƴƤ ƎǀǊǸȅƻǊǳȊΦ YǳǊǳƳǎŀƭ ŦƛǊƳŀƭŀǊŘŀƴ ƪǸœǸƪ ǀƭœŜƪƭƛ ŦƛǊƳŀƭŀǊŀ ƪŀŘŀǊ ƛƴŎŜƭŜŘƛƐƛƳƛȊ ȊŀƳŀƴ 

ƪƻǊǳƳŀ ƪŀƭƪŀƴƤƴƤƴ ŘƤǒŀǊƤŘŀƴ ƛœŜǊƛȅŜ ŘƻƐǊǳ ƻƭŘǳƐǳƴǳ ƎǀȊƭŜƳƭƛȅƻǊǳȊΦ !ǒŀƐƤŘŀƪƛ ƎǸǾŜƴƭƛƪ ǘŜƘŘƛǘƭŜǊƛƴƛ 

ƛƴŎŜƭŜŘƛƐƛƳƛȊŘŜ ƛƪƛ ŦŀǊƪƭƤ ǎƻǊǳƴǳƴ ŘŀƘŀ ƻƭŘǳƐǳƴǳ ƎǀǊǸȅƻǊǳȊ  

1. YǳǊǳƳ TœŜǊƛǎƛƴŘŜƪƛ 4ŀƭƤǒŀƴƭŀǊό YǸǎƪǸƴƭŜǊΣ ƛǒǘŜƴ ƪǀǘǸ ŀȅǊƤƭŀƴ personel vb. ) 

2. Dikkatsiz ƪǳƭƭŀƴƤŎƤƭŀǊ ό ¸ŜƳƭŜƳŜ Ǿō ǎŀƭŘƤǊƤƭŀǊŀ ŀœƤƪ ƻƭŀƴ ǾŜȅŀ ŘƛƪƪŀǘǎƛȊƭƛƪƭŜǊƛ ǎƻƴǳŎǳ ŘƤǒŀǊƤ bilgi 

yollayan personel ) 

{ƻǊǳƴǳƴ ŀǎƤƭ ƪŀȅƴŀƐƤƴŀ ōŀƪǘƤƐƤƳƤȊ ȊŀƳŀƴ ŀǎƭƤƴŘŀ ƳŜǊƪŜȊŘŜ Tƴǎŀƴ ŦŀƪǘǀǊǸƴǸ ƎǀǊǸȅƻǊǳȊΦ  

 

  

{ƛōŜǊ ǎŀƭŘƤǊƤƭŀǊƤƴ ŘƻƐŀǎƤƴƤƴ ŘŜƐƛǒǘƛƐƛƴƛ ƎǀȊƭŜƳƭƛȅƻǊǳȊ Τ 

¶ {ŀƭŘƤǊƤƭŀǊƤƴ œƻƐǳƴƭǳƐǳ ƪǳƭƭŀƴƤŎƤ ƪƛƳƭƛƪƭŜǊƛƴƛ ƘŜŘŜŦ ŀƭƳŀȅŀ ōŀǒƭŀŘƤΦ  

¶ Malware yerine L¢ ƛœŜǊƛǎƛƴŘŜƪƛ ŀǊŀœƭŀǊƤƴ ƪǳƭƭŀƴƤƭƳŀǎƤ ŀǘŀƪƭŀǊƤƴ ǘŜǎǇƛǘƛƴƛ ȊƻǊƭŀǒǘƤǊƳŀȅŀ ōŀǒƭŀŘƤΦ 

¶ 9ƴ ōǸȅǸƪ ǎƻǊǳƴƭŀǊƤƴ ōŀǒƤƴŘŀ ƛǎŜ ǎŀƭŘƤǊƎŀƴƤƴ ŀƐ ƛœŜǊƛǎƛƴŘŜ ŀȅƭŀrca fark edilmeden kalabilmesi. 

 

Para ya da mal aldēĵēnēzda birileri onun kaybolduĵunu anlarlar. Bilgi aldēĵēnēzda oĵu 

zaman bunu kimse fark etmez, ¿nk¿ bilgi h©l© ellerindedir. / Kevin Mitnick 

aƛŎǊƻǎƻŦǘ !¢!  !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ƻǊǘŀƳƤƴƤ ƛȊƭŜȅŜǊŜƪ œŜǒƛǘƭƛ ǎƛōŜǊ ǎŀƭŘƤǊƤ ǾŜȅŀ ǘŜƘŘƛǘƭŜǊŜ ƪŀǊǒƤ ōƛȊƛ 

ōƛƭƎƛƭŜƴŘƛǊŜƴ ōƛǊ ǎƛǎǘŜƳŘƛǊΦ aƛŎǊƻǎƻŦǘ !¢! ǎŀƭŘƤǊƤƭŀǊƤ ŜƴƎŜƭƭŜȅŜƴ ǸǊǸƴ ŘŜƐƛƭŘƛǊΦ «ǊǸƴǸƴ ŀƳŀŎƤ  Active 

Directory ortamƤƴŘŀƪƛ ŀƴƻǊƳŀƭ ŘŀǾǊŀƴƤǒƭŀǊƤ tespit edip ōƛȊŜ ǊŀǇƻǊƭŀƳŀƪǘƤǊΦ  

«ǊǸƴ ƪǳǊǳƭǳƳǳ ǎƻƴ ŘŜǊŜŎŜ ōŀǎƛǘΣ ŜƐŜǊ мΦс Ǝƛōƛ Ŝǎƪƛ ǎǸǊǸƳƭŜǊƛ ƪǳƭƭŀƴƤȅƻǊǎŀƴƤȊ ǇƻǊǘ ƳƛǊǊƻǊƛƴƎ ƛǒƭŜƳƛ 

ȅŀǇƳƤǒ ƻƭƳŀƴƤȊ ƻƭŀǎƤΦ мΦу ǾŜ ǎƻƴ œƤƪŀƴ мΦф ǎǸǊǸƳǸƴŘŜόȅŀȊƤƴƤƴ ȅŀȊƤƭŘƤƐƤ ǘŀǊƛƘǘŜƪƛ Ŝƴ ƎǸƴŎŜƭ ǎǸǊǸƳύ 

[ƛƎƘǘǿŜƛƎƘǘ ŀƧŀƴƭŀǊƤ 5/ ƭŜǊŜ ƪǳǊƳŀƴƤȊ ȅŜǘŜǊƭƛ ƻƭŀŎŀƪǘƤǊΦ YǳǊǳƭǳƳŘŀƴ ǎƻƴǊŀ ƳŀƪƛƴŜ ǀƐǊŜƴƳŜǎƛ ƛƭŜ ȅŀǇƤȅƤ 

ǘŀƴƤƳŀǎƤ ƛœƛƴ ȅŀƪƭŀǒƤƪ ōƛǊ ŀȅ ǎǸǊŜ ƎŜœƳŜǎƛ ƎŜǊŜƪƛȅƻǊΦ  
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aƛŎǊƻǎƻŦǘ !¢!Ω ƴƤƴ ǘŀƪƛǇ ŜǘǘƛƐƛ ŀǘŀƪ ǾŜƪǘǀǊƭŜǊƛ ŀǒŀƐƤŘŀƪƛ ƎƛōƛŘƛǊ Τ 

 

  

 

aƛŎǊƻǎƻŦǘ !ŘǾŀƴŎŜŘ ¢ƘǊŜŀǘ !ƴŀƭȅǘƛŎǎ YǳǊǳƭǳƳ !ŘƤƳƭŀǊƤ 
 

aƛŎǊƻǎƻŦǘ !¢! ƪǳǊǳƭǳƳǳ ǎƻƴ ŘŜǊŜŎŜ ōŀǎƛǘ Ŧŀƪŀǘ ƪǳǊǳƭǳƳ ǀƴŎŜǎƛ Řƛƪƪŀǘ ŜǘƳŜƳƛȊ ƎŜǊŜƪŜƴ ōƛǊ ŘǳǊǳƳ 

ƳŜǾŎǳǘ Φ YǳǊǳƭǳƳ ǀƴŎŜǎƛƴŘŜ 5/ ƳŀƪƛƴŀƭŀǊƤƴ ōƛǊ ǘŀƴŜǎƛ ǸȊŜǊƛƴŘŜ ŀǒŀƐƤŘŀƪƛ ƭƛƴƪǘŜƴ ƛƴŘƛǊŜŎŜƐƛƴƛȊ ǎƛȊƛƴƎ 

ǘƻƻƭǳƴǳ œŀƭƤǒǘƤrmamƤȊ ǾŜ ōuradan œƤƪŀŎŀƪ ŘŜƐŜǊƭŜǊŜ ƎǀǊŜ ǎǳƴǳŎǳ ǊŀƳΣ cpu, Řƛǎƪ ƘŀȊƤǊƭŀƳŀƴƤȊ ǘŀǾǎƛȅŜ 

edilmektedir.  

https://docs.microsoft.com/tr-tr/advanced-threat-analytics/ata-capacity-planning  

TƴŘƛǊŘƛƐƛƳƛȊ ǘƻƻƭǳ ŎƳŘ ƪƻƳǳǘ ǎŀǘƤǊƤƴŘŀ œŀƭƤǒǘƤǊƤȅƻǊǳȊΦ .ǳ ƛǒƭŜƳƛƴ ǎƻƴǳŎǳ ƛœƛƴ ōƛǊ ƎǸƴ ōŜƪƭŜƳŜƳƛȊ 

gerekiyor.  

 

https://docs.microsoft.com/tr-tr/advanced-threat-analytics/ata-capacity-planning
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TǒƭŜƳ ǘŀƳŀƳƭŀƴŘƤƐƤƴŘŀ ŀǒŀƐƤŘŀƪƛ Ǝƛōƛ ōƛǊ ǊŀǇƻǊ œƤƪǘƤǎƤ ǾŜǊƛȅƻǊΦ ¸ǳƪŀǊƤŘŀƪƛ ǇŀȅƭŀǒƳƤǒ ƻƭŘǳƐǳƳ ƭƛƴƪǘŜƴ 

œƤƪŀƴ ŘŜƐŜǊŜ ƎǀǊŜ ƪǳǊǳƭǳƳ ȅŀǇƳŀƴƤȊ ƎŜǊŜƪƳŜƪǘŜŘƛǊΦ 

 

 

 

«ǊǸƴǸ ŘŜƴŜƳŜƪ ƛǎǘŜǊǎŜƴƛȊ ŀǒŀƐƤŘŀ ƪƛ ƭƛƴƪǘŜƴ ŦƻǊƳǳ ŘƻƭŘǳǊƳŀƴƤȊ ƎŜǊŜƪeŎŜƪǘƛǊ ǾŜ ǎƻƴǊŀǎƤƴŘŀ th/  

ŀƳŀœƭƤ ƪǳƭƭŀƴŀōƛƭƛǊǎƛƴƛȊΦ 

https://www.microsoft.com/en-us/evalcenter/evaluate-microsoft-advanced-threat-analytics  

 

TƴŘƛǊŘƛƐƛƳ ƛǎƻȅǳ œŀƭƤǒǘƤǊŘƤƪǘŀƴ ǎƻƴǊŀ Řƛƭƛ ǎŜœƛȅƻǊǳƳΦ 

https://www.microsoft.com/en-us/evalcenter/evaluate-microsoft-advanced-threat-analytics
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aƛŎǊƻǎƻŦǘ ǘŀǊŀŦƤƴŘŀƴ  Use Microsoft Update when i check for update ǎŜœƳŜƴƛȊ ǘŀǾǎƛȅŜ ŜŘƛƭƳŜƪǘŜŘƛǊΦ  

 

aƛŎǊƻǎƻŦǘ !¢! ƪǳǊǳƭǳƳǳ ƛœƛƴ ƪǳǊǳƭǳƳ ŘƛȊƛƴƛ ǾŜ ƭƻƎ ŘƛȊƛƴƛ ƻƭƳŀƪ ǸȊŜǊŜ iki dizin belirlememiz gerekiyor. 

.ǳ ƴƻƪǘŀŘŀ ǘŀǾǎƛȅŜƳ [ƻƎ Řƛǎƪƛƴƛ ǘŀƳŀƳŜƴ ŀȅǊƤ ƻƭŀǊŀƪ ȅŀǇƤƭŀƴŘƤǊƳŀƴƤȊ ƻƭŀŎŀƪǘƤǊΦ  
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Lƴǎǘŀƭƭ ǎŜœŜƴŜƐƛƴŘŜƴ ǎƻƴǊŀ œŀȅ ƪŀƘǾŜ ƳƻƭŀǎƤ ǾŜǊƛȅƻǊǳȊ ǾŜ ƪǳǊǳƭǳƳǳƴ ǘŀƳŀƴƭŀƴƳŀǎƤƴƤ ōŜƪƭƛȅƻǊǳȊ J 

 



 

 
 

P
a

g
e1

0 

 

YǳǊǳƭǳƳǳƳǳȊ ōŀǒŀǊƤƭƤ ǒŜƪƛƭŘŜ ǘŀƳŀƳƭŀƴŘƤ Φ aƛŎǊƻǎƻŦǘ !¢! мΦф {ǸǊǸƳǸ ƛƭŜ ōƛǊƭƛƪǘŜ Τ 

¶ Suspicious service creŀǘƛƻƴ ǀȊŜƭƭƛƐƛ ile birlƛƪǘŜ ǒǸǇƘŜƭƛ ƻƭŀƴ ǎŜǊǾƛǎ ŘŀǾǊŀƴƤǒƭŀǊƤ ǘŜǎǇƛǘ 

edilebilmektedir. 

¶ .ƛǊ Ǿŀƪŀ ŀƭŀǊƳƤ ƎŜƭŘƛƐƛƴŘŜ ŀǊŀǒǘƤǊƳŀǎƤ ȊƻǊ ƻƭŀōƛƭƛȅƻǊŘǳΦ .ǳƴǳƴŘŀ ŦŀǊƪƤƴŀ ǾŀǊƤƭƳƤǒ ƪƛ ōǳ ǘŀǊŀŦǘŀ 

Řŀ ƎǀǊǎŜƭ ōŀȊƤ ƛȅƛƭŜǒǘƛǊƳŜƭŜǊ ȅŀǇƤƭƳƤǒΦ  

¶ 5/ ƭŜǊ ǸȊŜǊƛƴŘŜ ȅŀǊŀǘƤƭŀƴ trafik minimize edildi. 

¶ Entity tǊƻŦƛƭŜǎ ǀȊŜƭƭƛƐƛ ƛƭŜ ǾŀƪŀƭŀǊƤ ŘŀƘŀ ŘŜǘŀȅƭƤ ƛƴŎŜƭŜƳŜ ƛƳƪŀƴƤ ǎŀƐƭŀƴŘƤ 

¶ ¢ŀƎ {ŜƴǎƛǘƛǾŜ !ŎŎƻǳƴǘǎ ǀȊŜƭƭƛƐƛ ƛƭŜ ōƛǊƭƛƪǘŜ Ƙŀǎǎŀǎ ƘŜǎŀǇƭŀǊƤ ŜǘƛƪŜǘƭŜȅŜōƛƭƛȅƻǊǳȊΦ  

 

aƛŎǊƻǎƻŦǘ !ŘǾŀƴŎŜŘ ¢ƘǊŜŀǘ !ƴŀƭȅǘƛŎǎ tƻǊǘŀƭƤƴƤ ¢ŀƴƤȅŀƭƤƳ 
 

tƻǊǘŀƭŀ ŜǊƛǒƛƳ ǎŀƐƭŀŘƤƪǘŀƴ ǎƻƴǊŀ ƛƭƪ ȅŀǇƳŀƳƤz gereken !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ CƻǊŜǎǘΩ ŀ ōŀƐƭŀƴŀōƛƭƳŜƪ ƛœƛƴ 

ȅŜǘƪƛƭƛ ƪǳƭƭŀƴƤŎƤ ōƛƭƎƛƭŜǊƛƳƛȊƛ ƎƛǊƛȅƻǊǳȊΦ .ǳ ŀǒŀƳŀŘŀƴ ǎƻƴǊŀ aƛŎǊƻǎƻŦǘ !¢! ȅŀǇƤƳƤȊƤ ǀƐǊŜƴƳŜȅŜ ōŀǒƭƤȅƻǊΦ  
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Gateways ǎŜƪƳŜǎƛƴŘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǎǳƴǳŎǳƭŀǊƤƳƤȊŀ ƪǳǊŀŎŀƐƤƳƤȊ ŀƧŀƴƤƳƤȊƤ DŀǘŜǿŀȅ {ŜǘǳǇ 

ǘƤƪƭŀȅŀǊŀƪ ƛƴŘƛǊƛȅƻǊǳȊΦ 

 

 

 

TƴŘƛǊƛƭŜƴ ƛœŜǊƛƪǘŜ άMicrosoft ATA Gateway Setupέ ŀŘƤ ŀƭǘƤƴŘŀ ōƛǊ ƪǳǊǳƭǳƳ ǳȅƎǳƭŀƳŀǎƤ ǾŜ ΦƧǎƻƴ 

ŦƻǊƳŀǘƤƴŘŀ ōƛǊ Řƻǎȅŀ ƻƭƳŀǎƤ ƎŜǊŜƪƛȅƻǊΦ 
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/ƳŘ ƪƻƳǳǘ ǎŀǘƤǊƤƴŘŀ  kǳǊǳƭǳƳ ǳȅƎǳƭŀƳŀǎƤƴƤ œŀƭƤǒǘƤǊƤȅƻǊǳȊΦ  

 

Sadece Lightweight Gateway ǎŜœŜƴŜƐƛ ŀƪǘƛŦΦ мΦу ŘŜƴ Ŝǎƪƛ ǎǸǊǸƳƭŜǊƛ ƪǳƭƭŀƴŀƴƭŀǊ ǾŀǊ ƛǎŜ ƛƪƛ ǎŜœŜƴŜƐƛƴŘŜ 

ŀƪǘƛŦ ƻƭŘǳƐǳƴǳ ƎǀǊŜŎŜƪƭŜǊΣ aƛŎǊƻǎƻŦǘ ŀǊǘƤƪ tƻǊǘ aƛǊǊƻǊƛƴƎ ǾōΦ TǒƭŜƳƛ ŘŜǎǘŜƪƭŜƳƛȅƻǊΦ bŜȄǘ ŘƛȅŜǊŜƪ 

kurulumuza devam ediyoruz. 
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YǳǊǳƭǳƳǳ ōŀǒŀǊƤ ƛƭŜ ǘŀƳŀƳƭŀŘƤƪΦ 
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GatŜǿŀȅǎ ǎŜƪƳŜǎƛƴŜ ǘŜƪǊŀǊ ƎŜƭŘƛƐƛƳƛȊŘŜ ȅǸƪƭŜŘƛƐƛƳƛȊ ŀƧŀƴƤƴ œŀƭƤǒǘƤƐƤƴƤ ǾŜ ǎŜƴƪǊƻƴƛȊŀǎȅƻƴŀ ōŀǒƭŀŘƤƐƤƴƤ 

ƎǀǊǸȅƻǊǳȊΦ DŜǊœŜƪ ōƛǊ ȅŀǇƤŘŀ ŜƭōŜǘǘŜ ōƛǊŘŜƴ œƻƪ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǎǳƴǳŎǳǎǳ ƻƭŀŎŀƪǘƤǊ Φ¢ǸƳ ǎǳƴǳŎǳƭŀǊŀ 

ƛƭƎƛƭƛ ŀƧŀƴƤƴ ƪǳǊǳƭƳŀǎƤ ƎŜǊŜƪƳŜƪǘŜŘƛǊΦ 

 

 

¦ǇŘŀǘŜǎ ǎŜƪƳŜǎƛƴŘŜ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅ ǎǳƴǳŎǳƭŀǊƤ ǸȊŜǊƛƴŜ ȅǸƪƭŜƳƛǒ ƻƭŘǳƐǳƳǳȊ ŀƧŀƴƭŀǊƤƴ ŜƐŜǊ ȅŜƴƛ 

ƎǸƴŎŜƭƭŜƳŜ ƎŜƭƛǊǎŜ ƻǘƻƳŀǘƛƪ ƎǸƴŎŜƭƭŜƴǎƛƴ Ƴƛ ǾŜ  ȅŜƴƛŘŜƴ ōŀǒƭŀǘƤƭǎƤƴ ƳƤ ŀȅŀǊƤƴƤ ȅŀǇƤȅƻǊǳȊΦ  
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aƛŎǊƻǎƻŦǘ !¢! мΦф ǎǸǊǸƳǸ ƛƭŜ ōƛǊƭƛƪǘŜ ȅŜƴƛ ƎŜƭŜƴ ǀȊŜƭƭƛƪƭŜǊŘŜƴ ōƛǊ tanesi Entity tags ŘŜƳƛǒǘƛƪ. Bu 

ǀȊŜƭƭƛƪ ōǸȅǸƪ ōƛǊ ŜƪǎƛƪƭƛƐƛ ŘŜ ƎƛŘŜǊƳƛǒ ƻƭŘǳΦ .ǳ ǀȊŜƭƭƛƪ ƛƭŜ ōƛǊƭƛƪǘŜ ǀǊƴŜƐƛƴ ǎŀŘŜŎŜ 5ƻƳŀƛƴ ¦ǎŜǊ ƻƭŀƴ 

Ŧŀƪŀǘ ƛǒƛ ǾŜȅŀ Ŧƻƴƪǎƛȅƻƴǳ ƎŜǊŜƐƛ œƻƪ Ƙŀǎǎŀǎ ƻƭŀƴ ōƛǊ ƘŜǎŀōƤ ōǳǊŀŘŀ ōŜƭƛǊǘŜōƛƭƛȅƻǊǳȊ ǾŜ !¢! ōǳƴǳ ǘŀƪƛǇ 

ediyor ve anormal bƛǊ ŘŀǾǊŀƴƤǒ ǎŜǊƎƛƭŜŘƛƐƛƴŘŜ ŜǾŜƴǘ ƻƭǳǒǘǳǊǳȅƻǊΦ 

 

 

 

5ƤǒƭŀƳŀƪ ƛǎǘŜŘƛƐƛƳƛz sunucular var ise Exclusion sekƳŜǎƛƴŘŜ ǘŀƴƤƳƭŀƳŀ ȅŀǇŀōƛƭƛȅƻǊǳȊΦ .ǳ ǀȊŜƭƭƛƐƛ ne 

ŀƳŀœƭŀ ƪǳƭƭŀƴƤǊƤȊ ŘƛȅŜ ǎƻǊŀŎŀƪ ƻƭǳǊǎŀƴƤȊ ǀǊƴŜƪƭŜ ŀœƤƪƭŀƳŀƪ ŘŀƘŀ ŘƻƐǊǳ ƻƭŀŎŀƪǘƤǊΦ mǊƴŜƐƛƴ CƻǊŜǎǘ ǘǊǳǎǘ 

ȅŀǇǘƤƐƤƴƤȊ ōƛǊ ȅŀǇƤ ǾŀǊ ōǳ ǎŜōŜǇǘŜƴ ŘŜ ōŀȊŜƴ 5b{ ƪŜǒŦƛ ό wŜŎƻƴƴŀƛǎsance ǳǎƛƴƎ 5b{ ύ ƪƤǎƳƤƴŀ ŦŀƭǎŜ 

positive ŀƭŀǊƳ ƻƭǳǒƳŀƳŀǎƤ ƛœƛƴ Reconnaissance using DNS ƪƤǎƳƤƴŘŀ ƛƭƎƛƭƛ ǎǳƴǳŎǳƭŀǊƤ ŜƪƭŜƳŜƴƛȊ 

gerekebilir. 



 

 
 

P
a

g
e1

6 

 

 

 

.ǳǊŀȅŀ ƪŀŘŀǊ ƻƭŀƴ ƪƤǎƤƳŘŀ ǎŀŘŜŎŜ ƪǳǊǳƭǳƳ ŀŘƤƳƭŀǊƤƴƤ ƎǀǊŘǸƪΦ Microsoft Advanced Threat Analytics 

ƪǳǊǳƭǳƳǳƴǳ ȅŀǇǘƤƪ ǾŜ ǎƻƴ ƻƭŀǊŀƪ Řŀ !¢! ŀƧŀƴƤƴƤ ƪǳǊŘǳƪΦ 

 

Microsoft Advanced Threat Analytics ƛƭŜ !5 hǊǘŀƳƤƴƤȊƤ !ǘŀƪƭŀǊŀ YŀǊǒƤ TȊƭŜȅƛƴ 
 

aƛŎǊƻǎƻŦǘ !¢! ǸǊǸƴǸƴǸƴ ŀƳŀŎƤ  ȅŀǇƤƭŀƴ ŀǘŀƪƭŀǊƤ ōƛȊŜ ōƛƭŘƛǊƳŜǎƛ ǾŜ ǊŀǇƻǊƭŀƳŀǎƤŘƤǊΦ Bu ǎŀȅŜŘŜ ƻƭǳǒŀƴ 

ǾŀƪŀƴƤƴ ŦŀǊƪƤƴŀ ǾŀǊƳŀ  ǎǸǊŜǎƛ ƪƤǎŀƭƳƤǒ ƻƭŀŎŀƪǘƤǊΦ aŀƭŜǎŜŦ Ŝƴ ōǸȅǸƪ ǎƻǊǳƴƭŀǊŘŀƴ ōƛǊ ǘŀƴŜǎƛ ǎŀƭŘƤǊƎŀƴƤƴ 

ȅŀǇƤȅƤ ƘŀŎƪƭŜŘƛƪǘŜƴ ǎƻƴǊŀ ȅŀǇƤ ƛœŜǊƛǎƛƴŘŜ ŀȅƭŀǊŎŀ ŦŀǊƪ ŜŘƛƭƳŜŘŜƴ ŘƻƭŀǒƳŀǎƤŘƤǊ. .ƛǊœƻƪ ŦƛǊƳŀ ƳŀƭŜǎŜŦ 

ōǳ ǎƻǊǳƴǳ ȅŀǒƤȅƻǊΣ ǎƻǊǳƴ ƛǎŜ ȅŀǒŀŘƤƐƤƴƤƴ ŦŀǊƪƤƴŘŀ ƻƭƳŀƳŀǎƤŘƤǊ Η 

 


































































































































































































































