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MicrosoftAdvanced Threat Analytics
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Guvenlik Tehditleri

Insan Dogal Felaketler
/ \ (Yangin, Deprem, Sel vb.)
Kotu Niyetli K6t Niyetli Olmayan

Dis Kaynakli  Kurum Iginden Dikkatsiz Kullanicilar

(Hacker, Rakip vb.) (Klsktinler vb.)
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Abnormal resource access Abnormal authentication requests
Account enumeration Abnormal resource access Skeleton key malware
Net Session enumeration Pass—ﬁe{—_'cke'. Golden ticket
DNS enumeration Pass-the-Hash Remote execution
SAM-R Enumeration Overpass-the-Hash Malicious replication requests
Compromised Privilege
Credential Escalation
Reconnaissance Lateral Domain
Movement Dominance

Abnormal working hours
Brute force using MTLM, Kerberos, or LDAP
Sensitive accounts exposed in plain text authentication

MS14-068 exploit (Forged PAC)
MS11-013 exploit (Silver PAC)

Service accounts exposed in plain text authentication

Honey Token account suspicious activities

Unusual protocol implementation

Malicious Data Protection Private Information (DPAPI) Request

7
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https://docs.microsoftcom/tr-tr/advancedthreat-analytics/atacapacityplanning
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B Administrator: Command Prompt - ATASzingTool.exe — O b

1 PM UTC
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https://docs.microsoft.com/tr-tr/advanced-threat-analytics/ata-capacity-planning

EX Administrator: Command Prompt - ATASizingTool.exe — ] e

Compl yC t er in @@ . @ failed.

Completed WmiQueryTimeZone requ on 1 server in @@ 71. B failed.

Completed WmiQueryOperati em request

'ress CTRL+BREAK or CTRL+C to attempt and e
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Number of DCs
Humber of Gaod Samples
Overall Start Time UTC.

Display DC Timas a: UTC/Local

ecommended Center Hardwiare

R
RAM (GB) Storage (GB) Storage Ave 10PS Storage Max 10PS
GrandTotal 32 5 30 109
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Install Microsoft Advanced Threat Analytics Center 1.9.7312

Choose your l[anguage: English

= Microsoft
aA ONER a 2 F (i Usé Mittdsart®gdité when i check for updaieS ceY Sy A 1

Use Microsoft Update to help keep your computer secure

Microsoft Update offers security and important updates for Windows and other Microsoft products,
= including Microsoft Advanced Threat Analytics. Updates are delivered using your Automatic Updates
settings, or you can visit the Microsoft Update Catalog website.

O Use Microsoft Update when | check for update (recommended)

@ | don't want to use Microsoft Update

u Microsoft
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Configure the Center

Installation path CAProgram Files\Microsoft Advanced Threat Analytics\Cente

Database data path DALOGS

Center service S5L certificate

Create self-signed certificate | 7

m Microsoft

Lyadlrftf aSceSySe€AyRSYy a2yN} @& 1IFKZS Y20FaP GSNR

Initializing

Overall progress

= Microsoft
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Installation completed successfully

Click 'Launch’ to open the configuration page and complete the setup

= Microsoft
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Microsoft Advanced Threat Analytics | Configurations

& Welcome to Microsoft Advanced Threat Analytics d

Follow these steps to complete the deployment:

Provide a username and password to connect to your Active Directory forest

Center Directory Services
Gateways
Updates
Username hdadm
Password ssssesssenssee

Directory Services

SIEM Domain
SIEM Doma hd.local

VPN

Single label domain

Test connection

@ Connection succeeded

Exclusions

Gatewaysi S1 YSaAyRS | OGA ANBOG2NE &adzydzOdz I NPYPI I ]
2

GPlEF&FN}1 AYRANRES

Microsoft Advanced Threat Analytics ~ Configurations S + @ & Microsoft

=  Welcome to Microsoft Advanced Threat Analytics ¢
Follow these steps to complete the deployment:
Provide a username and password to connect to your Active Directory forest

Download Gateway Setup and install the first Gateway

Center Gateways
Gateways
Updates
Gateway Setup Download this package to install a Gateway or a Lightweight Gateway.
Director
A OMAIN CONTROLLERS  VERSION HEALTH
SIEM
VPN

NJ 1 dzNXzt dzY dze 3d

Ty RAANGES MitjGrosof ATA Gateway Setéip RP | € G PY Rl 06 A
ISNB{A&2N®

F2NXI GPYRF O0ANJ R2aé&l 2ftYlLarP
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I = | Microsoft ATA Gateway Setup
Home Share View

+ C:\Usershtstadm.HDVDesktophMicrosoft ATA Gateway Setup|

-

Marre Date modified Type Size
w3 Quick access

GatewaylnstallationConfiguration.json 472572018 8:22 PM JSOM File 1KB
[ Desktop L ¥ g !

=. Micresoft ATA Gateway Setup 3/4/2018 %23 AM Application 118,402 KB
* Downloads

|=| Documents

=/ Pictures

System32
> [ ThispC

=¥ MNetwork

I YR 1 2 Ydz( kd2NIWi RINOP EIT dzf | YI &8 PY P cel £ PO G PNIPE 2 NHzl @

Install Microsoft Advanced Threat Analytics Lightweight Gateway
1.9.7312

Choose your language: English

m Microsoft

A ANNNNE S NAS Szt $8 VY

SaceceLightweight Gatewaya SeeSy Sapy I REY T &4 |
aAONRA2FG FNIP] t2NI

F1{GAFT 2t RdzEdzydz 31 NBEOS{t SNE
kurulumuza devam ediyoruz.
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Gateway deployment type

Lightweight Gateway
The Lightweight Gateway is installed directly on your domain controllers and monitors local network

traffic. The Lightweight Gateway also performs dynamic resource limitation based on the domain
controller load.

m Microsoft

Installing Visual C++ Redistributable 2013

Overall progress

= Microsoft
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Installation completed successfully

= Microsoft

GaSglea aS|1YSaayS GS{TNINI ISt RAEAYAT RS @8N1f SRAEAY.
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Microsoft Advanced Threat Analytics | Configurations

X Gateway, HDDC2016, is syncing with the latest configuration

Center Gateways
Gateways

Updates
Gateway Setup Download this package to install a Gateway or a Lightweight Gateway.

Directory Services

AEY] NAME £ TYPE DOMAIN CON... WERSION SERVICE STATUS HEALTH

VPN HDDC2016 Lightweight Gatewa hddc2016.hd.local 1.8.7312.32791 Running Syncing
LIRF 64 AS1YSAAYRS | OGAGS 5ANBOII2aNByY fa dyRIyD dff & SN &
INYyOSttSYS 3ASEtANEBRS 20G2YIFGA] 3INYyOSttSyairy YA @S
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Center Updates

SIEM

VPN
NAME TYPE VERSION AUTOMATIC UPDATE AUTOMATIC RESTART STATUS
HDDC201

Entity tags

Exclusions

aAONRaz2FlG !'¢! mMdp ANNNYN A ttaBesiBnlitNthgsR| SiYA. B2ISAW]A 3 St Sy
I TSttA]l OoN&N]l O0ANI STa&A1fAEA RS IARSNNYAG 2f Rdzd . d
FIL1+d AO0A @Sel F2ylairez2ydz ISNBEA w2] KlFaala 2ftly

ediyor ve anormalb NJ R @NIJ y P & GEYNB Rt SIS AR S NI

Advanced Threat Analytics | Configurations a B * @ 2 Microsoft |@l

a Reconnaissance using
. DNS was deleted
Center Entity tags
Gateways
Updates & Entities recently learned
1 domain
i 1 domain controller
Honeytoken 8 users
Directory Services 2 computers
SIEM 49 groups
LEE Honeytoken accounts
Entity tags
Exclusions
Sensitive
Language
Notifications atd|
Scheduled reports
: Sensitive groups 8 stedm
Mail server
Syslog server E ATAHD

5P6f I YI {zshriudia® RAisgEXcYidionsekS A A Y RS G F yPYfd Y.l dz akiL$ (ofAXK A
FYFcefl {dzEf £ yPNPI RA&S &a2NI OF1 2ftdzNRFYPI | NYyS{ft S
8 LA PEPYPI O0ANI &l WP 5B NI Sdr FSARalA WG D2 ge Aa@l N PavYPyl
postivel £ I NI 2 f dzdR¥cbnvidisanBeush@®Ng PA YPY R A f I3Af A & dzy dzOdz |
gerekebilir.
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Microsoft Advanced Threat Analyticed S ' 5 h NI F YPYPI P ! GF 1€ NI
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